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	Figure 1. Selected Suspected Russian Hybrid Warfare Attacks in Europe, 2018-2025








Summary

Following Russia's invasion of Ukraine in 2022, U.S. and European officials have accused Russia of a sustained campaign of malign activities, often referred to as hybrid warfare, across Europe. These attacks, which have been increasing in number and severity, include sabotage, assassinations, political interference and influence, cyberattacks, and airspace violations, among others. Russia's foreign intelligence agencies have demonstrated flexibility in conducting these attacks and adapting to European responses (such as sanctions, expulsions of intelligence officers, increased military operations and heightened intelligence scrutiny), and they are conducting more aggressive operations, which carry a greater risk of exposure. Some European officials have asserted that Russia is using hybrid warfare tactics to undermine European support for Ukraine and destabilize or complicate a unified European response to Russian policies and actions.

Continued Russian hybrid warfare activities are raising questions in both the United States and Europe about the long-term threat Russia poses to U.S. and European strategic and national security interests. Congress has introduced legislation and held multiple hearings on Russian hybrid warfare activities in Europe and other related issues. Congress may examine whether and how Russian hybrid warfare activities are affecting European threat perceptions and national security interests, U.S. military or intelligence commitments, and the overall security environment in Europe. Congress may deliberate what support, if any, to provide Europe for its responses and assess current or proposed U.S. and European responses to Russian hybrid warfare activities, including determining whether military, law enforcement, or intelligence-led strategies—or a mix of approaches—are most effective at countering Russia's hybrid warfare activities.











Introduction

Since the start of Russia's full-scale invasion of Ukraine in 2022, U.S., European, and NATO officials have highlighted the continued threat Russia poses to European security.1 Observers and European officials have expressed concern regarding the rise of Russian hybrid warfare activities.2 In November 2025, for example, Kaja Kallas, High Representative of the European Union (EU) for Foreign Affairs and Security Policy, stated that "Russia's hybrid actions in Europe are increasingly brazen. Russia is committing state sponsored terrorism."3 In an October 2025 speech, European Commission President Ursula von der Leyen stated, "It is a coherent and escalating campaign to unsettle our citizens, test our resolve, divide our Union, and weaken our support for Ukraine. And it is time to call it by its name. This is hybrid warfare, and we have to take it very seriously."4 According to congressional testimony in March 2026 by General Alexus G. Grynkewich, Commander of U.S. European Command and NATO Supreme Allied Commander Europe, "we [the United States] see a fairly robust amount of what we call Russian hybrid activities or asymmetric activities ... whether it's information operations or sabotage and those types of things. There have been several incidences in the Baltics and in Poland, in particular, over the last several months since I've been in command."5 The Russian government routinely denies responsibility for suspected attacks.6

Hybrid warfare activities attributed to Russia by U.S. and European officials and observers have included acts of sabotage, assassinations, airspace violations, global positioning system (GPS) jamming, the severing or damaging of critical underwater infrastructure (CUI), cyberattacks, weaponized migration, and political and election interference.7 In May 2026, Anne Keast-Butler, Director of the United Kingdom's (UK's) Government Communications Headquarters (GCHQ), stated that "Russia is scaling up its daily hybrid activity against the UK and Europe, stretching from the seabed to cyberspace—relentlessly targeting critical infrastructure, democratic processes, supply chains and public trust."8 According to one study, the number of Russian hybrid attacks in Europe quadrupled from 2023 to 2024; another investigation compiled at least 151 incidents of reported Russian operations from February 2022 to March 2026 (see Figure 1).9

Some Members of Congress (see, for example, H.R. 7632 and S. 3249) and U.S. officials have expressed concern regarding the rise in suspected Russian hybrid warfare activities in Europe.10 The 119th Congress may continue to assess the scale and scope of Russian hybrid warfare activities in Europe and their implications for U.S. security interests, evaluate possible legislative options to address such activities, and conduct oversight of the executive branch's policies on this issue.



Hybrid Warfare

In the United States, according to defense analyst Frank Hoffman, the first public use of the term hybrid warfare by a military official was at Forum 2005, where General James Mattis presented a concept of hybrid warfare as a merger of different forms of warfare, including conventional, irregular, terrorist, and criminal.11 Subsequent publications by General Mattis and Hoffman, particularly in Hoffman's 2007 report Conflict in the 21st Century: The Rise of Hybrid Wars,12 further explored the topic.

Although there is no set definition of what tactics and activities constitute hybrid warfare, observers broadly argue that hybrid warfare is a strategy seeking to subvert and undermine an adversary's capability and is below the threshold of armed conflict. Hybrid warfare can include tactics such as information operations, economic coercion, corruption, use of proxy forces, and malicious cyber operations intended to destabilize adversaries. Prepared at the behest of the Chairman of the Joint Chiefs of Staff, joint publications are the principles that guide the employment of U.S. military forces in integrated operations. Joint Publication 1 vol.1, Joint Warfighting, refers to these activities as irregular warfare, defined as "a form of warfare where states and non-state actors campaign to assure or coerce states or other groups through indirect, non-attributable, or asymmetric activities, either as the primary approach or in concert with conventional warfare."13 Other doctrinal publications view hybrid warfare as akin to information warfare, with its focus on exploiting the information environment.14 Still others view hybrid warfare as a form of political warfare.15

For allies in NATO and Europe, hybrid warfare refers to a range of economic, political, informational, and diplomatic activities combined with conventional military activities intended to destabilize and weaken an adversary.16 According to NATO, hybrid threats

combine military and non-military as well as covert and overt means, including disinformation, cyber attacks, economic pressure, deployment of irregular armed groups and use of regular forces. Hybrid methods are used to blur the lines between war and peace, and attempt to sow doubt in the minds of target populations. They aim to destabilize and undermine societies.17

Hybrid warfare tactics can be used alongside military force during war and may include military forms of coercion, although, as noted above, analysts generally consider hybrid activities to be below the threshold of armed conflict.18 Broadly, hybrid activities display several attributes, including the following:


	Flexibility. Observers regard hybrid activities as flexible and readily adaptable to fit any situation or condition. Additionally, these tactics can be discarded or adapted depending on the target's responses.

	Ambiguity of Attribution. Generally, maintaining a level of deniability is a key component of hybrid warfare tactics. Often, the goal is not to maintain total deniability but to ensure a level of ambiguity that complicates the target's ability to definitively (or convincingly) prove attribution. This is referred to as strategic ambiguity.

	Kinetic and Non-Kinetic Actions. Hybrid warfare tactics can encompass non-kinetic actions (e.g., weaponized migration) and more kinetic tactics (e.g., the use of irregular or proxy forces, sabotage). As such, hybrid warfare tactics can range from relatively mundane (e.g., propaganda and/or disinformation) to more extreme and kinetic activities (e.g., assassination).

	Less Escalatory. Due to ambiguity of attribution and the varied and often covert nature of the tactics employed, hybrid warfare is considered less escalatory than some overt military actions, in that it intentionally exploits the escalation gap, blurring the lines between war and peace, and potentially limiting the target's ability to respond.



Some observers argue that hybrid warfare tactics are not a new trend in warfare and have a long history.19 Observers generally note that Russia has a much longer tradition and a different conceptual understanding of hybrid warfare than current U.S. and European understandings of the concept.20 Russian observers accordingly discuss hybrid warfare strategies in a holistic fashion and, broadly speaking, appear to consider hybrid warfare a subset of coercion rather than a new and distinct form of conflict.21

When Russian observers and military theorists explicitly reference the term hybrid warfare (in Russian, gibridnaya voyna), they are generally identifying the Western application of hybrid tactics and the changing nature of conflict or war, including the increasing role of technology and the rise in importance of non-military means of coercion.22 For example, Russian Foreign Minister Sergei Lavrov stated at the February 2025 G20 Foreign Ministers' meeting,

To fight rivals, they [the West] use a broad range of "hybrid-war" methods, including illegal sanctions, protectionism, theft of sovereign assets, destruction of critical infrastructure, market and pricing machinations, abuse of reserve currencies, and more. They are attempting to justify their violations of international law, including interference in the internal affairs of states, by references to a "rules-based order."23



Russian Intelligence and Proxies

Russia has multiple foreign intelligence agencies tasked with conducting traditional espionage operations to collect political, economic, and scientific/technological intelligence.24 These agencies also conduct Russia's hybrid warfare activities, in addition to their traditional espionage missions.25 Russia's three main foreign intelligence agencies are the following:


	Foreign Intelligence Service (SVR). Russia's primary civilian foreign intelligence agency, the SVR conducts the full range of foreign intelligence activities. These include human intelligence operations, under both official diplomatic cover (out of Russian embassies and consulates) and nonofficial cover (operations without diplomatic immunity or apparent connections to Russia), as well as cyber and information operations.

	Main Directorate of the General Staff of the Armed Forces of the Russian Federation (GU; also known as the GRU or Main Intelligence Directorate). Russia's military intelligence agency, the GU is tasked with collecting all levels of military intelligence (including using official and nonofficial cover), commanding Russia's spetsnaz brigades, and managing proxy and mercenary units.26 The GU also has extensive cyber operations and has been linked to numerous acts of sabotage, assassinations, and assassination attempts.

	Federal Security Service (FSB). Russia's largest and arguably most powerful security service, the FSB is focused primarily on internal security. The FSB has gradually gained more foreign intelligence capabilities, especially in countries that were formerly part of the Soviet Union. The FSB also has been linked to cyber operations, information warfare, and assassinations of the regime's perceived political opponents both domestically and abroad.



In addition to an increased number of attacks, the tactics and nature of Russian hybrid warfare operations have changed.27 Since 2022, Russia's intelligence agencies reportedly have become more aggressive, conducting more public and kinetic attacks.28 U.S., European, and NATO officials have identified the GU, in particular, as the most aggressive and brazen Russian intelligence agency.29 According to the Special Inspector General for Operation Atlantic Resolve, "Russian intelligence and security services—particularly the General Staff Main Intelligence Directorate—almost certainly [have] continued to attempt arson and sabotage operations throughout Europe to degrade NATO cohesion and discourage support for Ukraine."30

The UK's domestic intelligence agency, MI5, has estimated that between 2022 and 2024, at least 750 Russian diplomats and suspected intelligence officers have been expelled across Europe, hampering Russian intelligence operations and capabilities.31 Despite these expulsions, Russian intelligence agencies reportedly have demonstrated flexibility and adaptability in conducting operations by contracting with or outsourcing to proxies and for-hire agents.32 This contract approach may help Russian intelligence agencies compensate for the loss of intelligence officers in Europe and could increase deniability, as such agents may have little direct connection to Russia and may be considered disposable by Russian intelligence services.33 Contractors, however, may be less effective than intelligence officers, as for-hire agents and proxies may have little training or experience in conducting espionage.34

Proxies may range from individuals recruited for a single operation to organized crime networks used for assassinations or complex sabotage attempts.35 According to European officials, some proxies may be unaware they are working for Russian intelligence or be used for specific operations and then discarded.36 One recent study of 145 Russian "low-level agents" recruited for sabotage found that proxies were often part of networks (albeit compartmentalized) with tasks ranging from ferrying orders to conducting complex operations such as sabotage.37 Additionally, the study found that these "low-level agents" were used for multiple operations and that the level of deniability and tradecraft varied, sometimes due to poor tradecraft by the agents or the Russian intelligence agencies themselves.38



Russian Hybrid Warfare Tactics and Activities in Europe

U.S. and European awareness of Russian hybrid warfare increased after Russia's initial invasion of Ukraine in 2014. During that operation, Russia used irregular forces and Russian soldiers, also known as "little green men," who did not wear insignia and denied any affiliation with Russia.39 The Russian government's use of hybrid warfare has continued since its full-scale invasion of Ukraine in 2022, amid continuing Russian denials.40 For example, in April 2026, the UK government detailed a covert Russian effort "to conduct hybrid warfare activities against the UK and its Allies" using specialized submarines to surveil CUI in and around the UK, possibly for future sabotage.  41 Then-UK Defense Minister John Healey stated at a press conference, "And to President Putin, I say this: we see you, we see your activity over our cables and pipelines. And you should know that any attempt to damage them will not be tolerated, and will have serious consequences."42 NATO has also stated that hybrid threats could trigger NATO's Article 5 mutual defense clause in the North Atlantic Treaty.43

The EU has expanded its awareness of and responses to hybrid warfare activities, including from Russia.44 In February 2026, the European Parliament adopted a resolution on EU strategic defense and security partnerships that emphasized "the particular security concerns of EU Member States on its eastern flank, which face direct threats from Russian aggression and hybrid warfare."45 As of July 2026, the EU had sanctioned 26 entities and more than 100 individuals for supporting Russia's destabilizing activities, including cyberattacks.46

Several analysts have posited that Russia has various motivations for conducting hybrid warfare activities in Europe, including testing target responses and imposing costs on or straining resources of target countries.47 NATO, EU, and U.S. officials assert that Russia's increased use of hybrid warfare activities is at least partly in response to Western support for Ukraine and designed to undermine transatlantic unity.48 Other observers surmise that Russia is adopting hybrid warfare tactics as a form of asymmetric conflict given its conventional military inferiority relative to the United States and NATO.49 According to the U.S. Defense Intelligence Agency,

Moscow uses indirect actions to compete with the West and overcome military overmatch by exploiting asymmetry to advance Russian interests without incurring the costs of full-scale warfare. Moscow also employs covert action, information operations, cyberactivities, airspace violations, and proxies to undermine Ukraine's war effort, compete against the West, and test NATO capabilities and resolve while remaining under the threshold of direct armed conflict.50

Additionally, there may be an element of competition and entrepreneurial experimentation by the Russian intelligence agencies conducting these activities, with the Russian political leadership setting broad goals and granting Russian intelligence agencies some freedom on how to achieve those goals or desired objectives. Anonymity may also encourage engagement in high-risk "gray zone" activities.

According to the Office of the Director of National Intelligence's 2026 Annual Threat Assessment, "Russia's gray zone tools include cyber-attacks, disinformation and influence operations, energy market manipulation, military intimidation, and sabotage. Russia often hides and denies its role, complicating U.S. efforts to counter it."51

Alleged Russian hybrid warfare tactics throughout Europe have included the following:


	Sabotage. Russia has been accused of orchestrating multiple sabotage operations, including damaging or severing CUI in the Baltic Sea, planting a series of explosive packages on cargo aircraft, and committing arson.52 In 2024, U.S. and European authorities accused the GU of planting at least four explosive packages on international air freight shipping networks.53 European authorities also reportedly have arrested numerous individuals accused of using drones to spy on U.S. military installations and routes for supplying security assistance to Ukraine; some observers suspect Russia aims to use the intelligence for sabotage.54 In August 2026, a drone collided with an aircraft and another drone carrying explosives was discovered at Leipzig/Halle Airport in Germany, a major center for Ukrainian and NATO logistics.55 There have been particular concerns that Russia has been involved in both cutting undersea telecommunication and energy cables in the Baltic Sea and mapping locations of other CUI for possible sabotage operations.56 In January 2025, NATO launched a new mission, Baltic Sentry, to increase its presence in the Baltic Sea and enhance the alliance's ability to protect CUI.57

	Assassinations. Since 2014, Russia has been linked to various assassinations and assassination attempts overseas.58 Russia has been accused of the poisoning of former Russian military intelligence officer Sergei Skripal and his daughter in the UK in 2018, the murders of former Chechen rebel commander Zelimkhan Khangoshvili in Germany in 2019 and Russian defector Maksim Kuzminov in Spain in February 2024, and planned assassinations of Armin Papperger, the CEO of German defense firm Rheinmetall and of Russian human rights activist Vladimir Osechkin in France.59

	Cyberattacks. In addition to cyber espionage, which exploits cyberspace in order to gain access to sensitive data, Russia allegedly has carried out cyberattacks and other malicious cyber operations against critical infrastructure, governments, and essential services (including an April 2025 cyberattack on a Norwegian dam resulting in the opening of floodgates and a December 2025 cyberattack against 30 energy facilities in Poland).60 Russian cyber actors also reportedly have sought to penetrate infrastructure and government networks, possibly in preparation for sabotage and targeted attacks on logistics networks used for transporting foreign assistance to Ukraine.61

	Airspace Violations. In 2025 and 2026, Russia reportedly engaged in airspace violations of NATO countries, including with drones and fighter aircraft.62 Drone sightings have been reported across Europe, including near airports, resulting in multiple airport shutdowns and flight disruptions; some European officials suspect Russia of orchestrating these incidents.63 In September 2025, NATO launched Eastern Sentry, a "flexible, multi-domain activity that is enhancing NATO's vigilance along the entire eastern flank."64

	GPS Jamming. Russia has been accused of conducting GPS jamming in key air and maritime spaces.65 Since 2022, officials of NATO states neighboring Russia have accused Russia of interfering with aircraft navigation in the Baltic Sea region by jamming GPS signals.66

	Election/Political Interference and Influence Operations. Russia has been suspected of conducting numerous election and political interference operations. European officials have accused Russia of engaging in information manipulation to influence campaigns; corrupting European politicians; and conducting illicit campaign financing in multiple European countries, including France, Germany, Poland, Montenegro, Bulgaria, and Moldova.67

	Weaponized Migration. A 2024 EU policy document described weaponized migration as a hybrid warfare tactic "whereby Russia and Belarus artificially and illegally facilitate illegal migration flows towards the EU's external borders ... with the objective of destabilising our societies and undermining the unity of the European Union."68 Since 2021, tens of thousands of migrants, primarily individuals from or transiting Middle Eastern countries, have traveled to Russia and Belarus and have subsequently attempted to enter the EU illegally through Poland, Lithuania, Latvia, and Finland.69






	Figure 1. Selected Suspected Russian Hybrid Warfare Attacks in Europe, 2018-2025




	



	Sources: Graphic by CRS. Data from Charlie Edwards and Nate Seidenstein, The Scale of Russian Sabotage Operations Against Europe's Critical Infrastructure, International Institute for Strategic Studies, August 2025; Armed Conflict Location and Event Data Project, http://www.acleddata.com; U.S. Congress, Joint Commission on Security and Cooperation in Europe (U.S. Helsinki Commission), Shadow War: Inside Russia's Attacks on NATO Territory, 118th Cong., 2nd sess., December 12, 2024; Bart Schuurman, "Russian Operations Against Europe Dataset," Harvard Dataverse (2024), https://doi.org/doi:10.7910/DVN/TQ0FMQ.








Selected European Case Studies

As discussed above and depicted in Figure 1, European officials and policy analysts have determined that Russia has engaged in hybrid warfare activity targeting countries across Europe. This section provides case studies of documented or alleged Russian hybrid warfare activity in Poland, the three Baltic states (Lithuania, Latvia, and Estonia), Romania, and Bulgaria. All six of these countries are located on NATO's eastern flank along the Baltic Sea or the Black Sea, two regions that both NATO and Russia regard as strategically important. The six countries have provided military and other support to Ukraine and have prioritized efforts to deter potential Russian aggression against NATO territory. The countries' geographic proximity to Russia or Russia's ally Belarus makes them comparatively more exposed to certain cross-border tactics (e.g., weaponized migration and air space violations) and to direct and indirect impacts of Russia's war against Ukraine.


Poland

Analysts have observed that Russia frequently targets Poland with a range of hybrid warfare tactics, including the following:


	Cyberattacks and Influence  Campaigns. Polish officials reportedly accused Russia of attempting to interfere in Poland's 2025 presidential election by spreading disinformation on the internet and conducting cyberattacks against critical infrastructure.70 Press reports indicated that in a May 2025 speech prior to the election, Polish Deputy Prime Minister and Digital Affairs Minister Krzysztof Gawkowski stated, "We are currently witnessing unprecedented Russian interference in the electoral process."71 Gawkowski also reportedly asserted that the GU had doubled information and cyber activities targeting Poland compared with the previous year.72

	Espionage and Sabotage. In April 2025, Poland's Internal Security Agency reported that since Russia's 2022 invasion of Ukraine, the agency had detained 44 people in relation to spying or sabotage on behalf of Russia or Belarus.73 Those apprehended included Russians, Belarussians, Ukrainians, and Poles accused or convicted of engaging in a range of hybrid warfare activity, including an arson attack against a Warsaw shopping center, surveillance of sensitive military locations, and plans to attack railways carrying supplies for Ukraine.74 On November 16, 2025, two separate attacks damaged Polish rail lines in what Polish Prime Minister Donald Tusk called "an unprecedented act of sabotage."75 Polish authorities suspect two Ukrainian citizens working for the FSB of carrying out the attacks; the suspects reportedly fled into Belarus after the incidents.76

	Weaponized Migration. As noted above, some analysts and European officials assert that Russia and its ally Belarus have sought to use migration to destabilize the EU, including Poland. Many of the migrants arriving at the EU's eastern border reportedly originate in Middle Eastern countries, hold Russian visas, and are assisted by Belarusian security services.77 Polish Prime Minister Tusk has described these migration flows as "state-led operations involving the regimes in Minsk and Moscow."78

	Airspace Violations. In September 2025, Polish and other NATO aircraft shot down several Russian drones that entered Poland's airspace.79 Poland continues to intercept Russian planes that violate its airspace.80





Baltic States

Analysts have observed that Russia has become more aggressive in employing hybrid threats against the Baltic states (Estonia, Latvia, and Lithuania) since 2022, employing tactics such as the following:81


	Information Operations. Russian influence efforts against the Baltic states typically attempt to polarize society by portraying the Baltic states as illegitimate and dysfunctional, NATO and the United States as imperial powers, and Baltic governments as Russophobe fascist regimes that fuel the war in Ukraine while oppressing their ethnic Russian populations.82

	Cyberattacks. The Baltic states regularly experience distributed denial-of-service (DDoS) attacks and other disruptive cyberattacks that EU and Baltic state authorities attribute to pro-Russia hacker groups. 83 Such cyberattacks often target critical infrastructure and the websites of public services, media, and the financial and transportation sectors.

	Vandalism and Acts of Violence. Baltic state authorities have suspected Russian security services' involvement in numerous instances of vandalism against monuments, memorials, and national or pro-Ukraine symbols. In March 2024, the chief of staff of the late Russian opposition leader Alexei Navalny was attacked with a hammer outside of his home in Lithuania's capital city, Vilnius, an incident that Lithuanian intelligence reportedly characterized as probably "Russian-organized and implemented."84

	Sabotage and Arson. European officials reportedly suspected Russian security services of planting incendiary devices aboard commercial cargo aircraft in July 2024 after packages originating in Lithuania ignited at handling facilities in Germany and the UK.85 Lithuanian officials also suspected Russia's involvement in a large fire at a warehouse in Vilnius in May 2024.86 Since 2023, there have been several incidents in which vessels linked to Russia allegedly have damaged underwater infrastructure in the Baltic Sea by dragging their anchors across the seabed (see text box below).

	Airspace Violations. In September 2025, NATO F-35 fighter aircraft intercepted Russian MiG-31 fighters violating the airspace of Estonia.87










	Sabotage of Critical Undersea Infrastructure

In 2023 and 2024, U.S. and NATO authorities reportedly alerted allies of increased Russian military activity near undersea cables, warning that Russia was "actively mapping" undersea infrastructure. In April 2026, then-UK Defense Secretary John Healey held a press conference where he announced that the UK, along with Norway and other allies, identified a Russian submarine operation over the last several weeks conducting "hybrid warfare activities against the UK and its Allies, specifically around Critical Undersea Infrastructure." Secretary Healey said that the specialist submarines belonged to Russia's Main Directorate of Deep Sea Research (GUGI). GUGI is a specialist branch of the Russian military (directly under the command of the Russian Ministry of Defense and separate from the Russian Navy) operating numerous specialized submarine, undersea, and surface vessels.  GUGI's primary missions are reconnaissance and maritime intelligence collection, including surveillance of foreign naval assets and management of underwater surveillance systems. GUGI also may have the capabilities to conduct undersea sabotage, including severing or disabling undersea infrastructure.

In several incidents, vessels have allegedly damaged undersea infrastructure in the Baltic Sea by dragging their anchors across the seabed. News reports indicated at least six instances of suspected sabotage or disruption to undersea cables in the Baltic Sea in December 2025 and January 2026. For example, in December 2025, Finnish authorities detained a cargo vessel flying the flag of St. Vincent and the Grenadines that was suspected of damaging an undersea telecommunications cable connecting Finland and Estonia; the vessel had sailed from St. Petersburg, Russia. In December 2024, Finnish authorities seized a Cook Islands-registered oil tanker, which had departed the nearby Russian port of Ust-Luga, on suspicion of damaging several data cables and an undersea power cable linking Finland and Estonia. Finnish authorities brought criminal charges against several of the ship's officers.

Investigators have linked at least two incidents of suspected sabotage to vessels registered in the People's Republic of China (PRC, or China), which were possibly linked to Russia. In November 2024, regional governments reported that undersea communications cables connecting Lithuania to Sweden, and Germany to Finland, respectively, had been physically cut within hours of each other. As authorities investigated the incident, German Defense Minister Boris Pistorius stated, "No one believes that these cables were cut accidentally." Investigations subsequently centered on a PRC-flagged cargo ship sailing from a Russian port. Some observers suspect that Russian intelligence services, rather than the PRC government, were behind the incident.

In October 2023, the Balticconnector pipeline that links the gas infrastructure of Estonia and Finland suffered unexplained damage, with the pipeline shutting down due to a major leak. China's government later admitted that a Hong Kong-flagged cargo ship caused the damage with its anchor, claiming that the incident was an accident due to a storm. Regional officials have expressed skepticism that the damage was caused accidentally.

Sources: Charlie Cooper, "NATO Warns Russia Could Target Undersea Pipelines and Cables," Politico, May 3, 2023; Sidharth Kaushal, "Stalking the Seabed: How Russia Targets Critical Undersea Infrastructure," Royal United Services Institute (RUSI), May 25, 2023; Li Beiping, "China's 'Accidental' Damage to Baltic Pipeline Viewed with Suspicion," Voice of America, August 17, 2024; Aleksander Cwalina, Concerns Grow over Possible Russian Sabotage of Undersea Cables, Atlantic Council, September 12, 2024; Oliver Moody, "Fears That Russia Was Behind Baltic Telecoms Cable 'Sabotage'," The Times (London), November 19, 2024; Sophia Besch and Erik Brown, A Chinese-Flagged Ship Cut Baltic Sea Internet Cables. This Time, Europe Was More Prepared, Carnegie Endowment for International Peace, December 3, 2024; Sophia Besch and Erik Brown, Securing Europe's Subsea Data Cables, Carnegie Endowment for International Peace, December 16, 2024; Ellen Francis, "Finland Seizes Ship in Probe of Undersea Cable Damage," Washington Post, December 26, 2024; Amelia Nierenberg, "Finland Charges Ship's Crew Members in Slashing of Undersea Cables," New York Times, August 11, 2025; Economist, "A Rash of Baltic Cable-Cutting Raises Fears of Sabotage," January 6, 2026; Gavin Blackburn, "Cargo Vessel Suspected of Damaging Undersea Cable Allowed to Leave Finland," Euronews, January 12, 2026; UK Ministry of Defence, "Defence Secretary No. 9 Speech," transcript, April 9, 2026; UK Ministry of Defence, "UK Exposes Covert Russian Submarine Operation in and Around UK Waters," press release, April 9, 2026; Oleksandr Danylyuk, "Seabed War: Russia's Secretive Defence Units and Undersea Sabotage Architecture," RUSI, May 18, 2026.










Romania and Bulgaria

Romania and Bulgaria, two NATO and EU member states located along the Black Sea, reportedly have faced increased Russian hybrid threats since 2022. Exposure to such tactics may have implications for both countries' internal stability, critical infrastructure, and security, as well as for the development of offshore energy resources and other strategic commercial opportunities.88 Examples of alleged Russian hybrid threats include the following:


	GPS Jamming. Romanian and Bulgarian authorities have observed growing instances of GPS jamming in the Black Sea. In 2023, the press quoted Romania's then-Chief of the Defense Staff of having said that Russia was "actively and constantly" jamming GPS communications in Romania's Black Sea territorial waters.89 Bulgarian defense officials reportedly attributed increased jamming to "radio-electric warfare systems" but reportedly declined to name the responsible party.90

	Airspace Violations. Romania, which borders Ukraine, has experienced numerous violations of its airspace by drones since 2022. According to the Romanian Ministry of Defense, Russia has carried out more than 100 attacks against Ukrainian targets near the Ukraine-Romania border since 2022.91 In the context of these attacks, there have been 29 unauthorized incursions of Russian drones into Romania's airspace, and numerous cases of drone debris on Romanian territory.92 In May 2026, a Russian GERAN-2 drone crashed into a residential building in Galaţi, Romania, resulting in two injuries. A Romanian nongovernmental organization asserted that coordinated social media posts in the aftermath of the crash seemingly sought to stoke fear among the public and sow doubts about official information regarding the incident.93 In separate incidents over the course of three days in July 2026, Romanian F-16 fighter jets shot down drones that had entered Romanian airspace, at least one of which was assessed to be of Russian origin.94 Romanian authorities summoned the Russian ambassador and expelled a Russian diplomat.95

	Cyberattacks. Romania and Bulgaria have experienced DDoS attacks and other disruptive cyberattacks that authorities and other experts attribute to pro-Russia hacker groups.96 These cyberattacks reportedly have targeted election-related systems, other government systems, and critical infrastructure.

	Sabotage. In 2025, Romanian intelligence authorities reported that they had foiled a sabotage operation targeting critical infrastructure, and linked the suspect to "an extensive network of saboteurs targeting European countries, controlled through intermediaries by the Russian secret services."97 In an ongoing criminal case, two Ukrainian nationals (suspected of being recruited and directed by Russian intelligence) face charges of attempting to sabotage the physical premises of Ukrainian courier company Nova Post in Bucharest; prosecutors reportedly have linked the case to a wider plot including sites in Poland.98 Bulgaria's defense industry reportedly may have been the target of Russia-linked sabotage operations.99

	Political Interference and Disinformation. A 2024 study concluded that Romania is "a prime target for Russian political warfare campaigns," with Russia aiming to "create a climate of uncertainty and anxiety" in Romanian society, "fracture the cohesion of Romanian society," "erode trust in the NATO alliance and EU institutions," and weaken popular support for Ukraine.100 Romanian authorities and other observers have accused Russia of seeking to interfere in Romanian elections through a combination of disinformation, social media manipulation, and cyberattacks.101 Ahead of Bulgaria's April 2026 parliamentary election, a report warned that Bulgaria is one of the EU's "most permissive information environments for non-democratic malign manipulation," citing "prolonged political instability and polarization, a deeply embedded amplification infrastructure rooted in state capture, weak regulatory enforcement, and low societal resilience."102 In anticipation of possible interference in the 2026 election, Bulgarian authorities reportedly launched an initiative to counter disinformation and hybrid threats and sought EU assistance.103






Considerations for Congress

Some Members of Congress have expressed concern at the reported rise in Russian hybrid warfare activities since 2022.104 Congress may have an interest in monitoring reports of Russian hybrid warfare operations and executive branch policy via hearings, oversight engagements, and/or mandated executive branch reports.

Congress also may consider whether to maintain, strengthen, remove, or adjust sanctions on Russia's intelligence agencies and personnel in response to Russian hybrid activities. Both Congress and successive Administrations have imposed sanctions on Russia's foreign intelligence agencies, including under Section 231 of P.L. 115-44, and Executive Orders 13694 and 14024, as amended.105

The 2026 National Defense Authorization Act (P.L. 119-60, Section 1241) modifies the annual report on military and security developments involving the Russian Federation to include, among other things, "a list and description of all known violations by Russia of NATO airspace during the reporting period, and to the extent feasible, an evaluation of whether such incidents were intentional or unintentional" and "an assessment of the threat posed to NATO bases, critical infrastructure, and other industrial and military targets posed by Russian hybrid attacks." Also in P.L. 119-60, Section 5160 directs the Secretary of State to establish a Countering Russian Influence Fund Unit (CRIF Unit) to oversee and monitor the implementation of Section 254 of the Countering Russian Influence in Europe and Eurasia Act of 2017 (22 U.S.C. 9543) and, among other things, calls upon the Director of the CRIF Unit to "ensure that all CRIF Unit programming advances United States foreign policy and national security interests, including efforts to counter Russian aggression against sovereign countries and other nefarious kinetic and hybrid Russian activities in countries that are United States allies or partners that affect, threaten, or undermine United States interests."

Successive U.S. Administrations have expelled Russian diplomats and suspected intelligence officers (reportedly over 100 between 2016 and early 2025).106 Some media reports in 2025 indicated the second Trump Administration had engaged in discussions with Russia to allow the return of expelled Russian diplomats.107 Congress may consider measures to conduct oversight of executive branch policy on Russia's diplomatic presence in the United States, including potential counterintelligence implications.108

In the 119th Congress, several other legislative measures have been introduced to address concerns about Russian hybrid warfare activities. These include the following:


	Section 1618 in H.R. 3838 would instruct the Director of National Intelligence, in coordination with the Secretary of Defense (the Secretary of Defense is using "Secretary of War" as a "secondary title" under Executive Order 14347 of September 5, 2025109) and the Secretary of State, to submit a "report on Russian active measures in NATO territory."

	H.R. 7632 (the SHADOW Act), would call on the Secretary of State to appoint a coordinator for "hybrid warfare accountability" and assess the threat of hybrid warfare activities to U.S. and allied interests.

	Additionally, Section 1225 in S. 4784 would instruct the Secretary of Defense to notify the appropriate committees of Congress of any "gray zone activities known or reasonably suspected to have been carried out by the Russian Federation against a North Atlantic Treaty ally."



In conducting oversight of executive branch policies and responses, Congress could evaluate whether and to what extent law enforcement, intelligence, or conventional military tools, or combinations thereof, may be deployed to counter hybrid warfare activities. Furthermore, Congress could require or request that the intelligence community submit a National Intelligence Estimate, in classified and unclassified form, on Russian hybrid warfare and intelligence operations.

Congress may also consider other policies, such as law enforcement or intelligence actions rather than conventional military operations, and conduct oversight of or seek to shape U.S. policies on NATO efforts to counter Russian hybrid threats.110 NATO, in particular, has taken multiple steps to counter hybrid threats. For example, in 2025, NATO launched two missions, Baltic Sentry and Eastern Sentry, to monitor, deter, and respond to Russian sabotage of CUI and airspace violations.111
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