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The use of unmanned aircraft systems (UAS, or drones) has increased for commercial and recreational purposes; so too have concerns about their potential public safety and security risks. Since 2018, federal law enforcement agencies within the U.S. Department of Justice (DOJ) and U.S. Department of Homeland Security (DHS) have had counter-unmanned aircraft systems (C-UAS) authorities to respond to threats from malicious drones. More recently, through the SAFER SKIES Act, included in the National Defense Authorization Act for Fiscal Year 2026 (FY2026 NDAA; P.L. 119-60), Congress extended similar authorities to state, local, tribal, and territorial (SLTT) law enforcement and correctional agencies. These authorities are conditioned on compliance with training and certification requirements, outlined in a recently released July 2026 Interim Final Rule (IFR) issued jointly by DOJ and DHS: Counter-UAS Authority for State, Local, Tribal, and Territorial Law Enforcement and Correctional Agencies (hereinafter, "July 2026 IFR"). This In Focus provides an overview of potential threats from malicious drones; authorities granted to federal and SLTT agencies; training and certification requirements included in the July 2026 IFR, and issues that Congress may consider regarding the regulation of SLTT agencies' C-UAS activities.


Concerns about Malicious Drones

UAS may pose unique public safety or security risks. Some have warned, for instance, that drones can be used as reconnaissance tools for malicious actors "because they can fly past bollards, checkpoints, and other security mechanisms." For example, U.S. Customs and Border Protection (CBP) has noted that transnational criminal organizations use drones to surveil and evade border officials. Drones have also been used to drop illicit drugs and other contraband into jails or prisons. The Federal Bureau of Prisons, for example, notes that criminal networks deliver illicit drugs, weapons, cell phones, and other contraband to inmates via drones and that these drone incursions are increasing. Yet another concern involves potential use of drones to "drop a bomb, shoot firearms, or spray a poison gas over large crowds of people" at a public event.

Various federal criminal laws have historically limited law enforcement's C-UAS options. For instance, criminal surveillance laws, like the Wiretap Act and Pen/Trap Statute, may be implicated when law enforcement intercepts signals or communications to detect, identify, monitor, track, or communicate with a drone and its operator. Certain mitigation techniques, such as jamming (e.g., blocking or interfering with signals and communications), spoofing (e.g., modifying signals), and hacking (e.g., accessing a drone's communications), may run up against laws concerning communication lines, stations, or systems; interference with satellite operations; and the Computer Fraud and Abuse Act. And law enforcement attempts to disrupt, disable, or destroy a drone may implicate federal laws that prohibit destroying or seizing an aircraft.



Expanding Law Enforcement's Toolkit

In response to concerns about malicious drones, policymakers have taken steps to expand law enforcement's ability to engage in C-UAS activities—including detecting, identifying, monitoring, tracking, communicating with, and disrupting or disabling suspicious or malicious drones.


Federal Law Enforcement

The Preventing Emerging Threats Act of 2018 (Division H of P.L. 115-254; 6 U.S.C. §124n) granted DOJ and DHS certain C-UAS authorities to protect covered facilities and assets from malicious drones. In doing so, it provided them with relief from possible violations of certain federal criminal laws when engaging in specified counter-UAS activities, such as detecting, identifying, and tracking drones and disabling, seizing, or destroying them. The SAFER SKIES Act amended 6 U.S.C. §124n to authorize these agencies to take such actions, not just for covered facilities and assets, but when "necessary to enforce the law, protect the public, or to mitigate a credible threat that an unmanned aircraft system or unmanned aircraft poses to the safety or security of a covered facility or asset."



SLTT Law Enforcement

Through the SAFER SKIES Act, Congress also granted SLTT law enforcement and correctional agencies authority to engage in actions to counter potential UAS threats. This authority is contingent on these entities undergoing DOJ training and certification. DOJ, in coordination with DHS, the U.S. Department of Defense (DOD) and U.S. Department of Transportation (DOT), is required to develop regulations for this training and report to Congress on SLTT agencies' C-UAS use. DOJ—along with DHS, DOD, DOT, the Federal Communications Commission, and the National Telecommunications and Information Administration—is also required to maintain a list of authorized C-UAS systems and technologies that may be used by SLTT agencies. The SAFER SKIES Act also expanded the purpose areas of two criminal justice grant programs—the Edward Byrne Memorial Justice Assistance Grant (JAG) Program and the Community Oriented Policing Services (COPS) Program—to allow SLTT law enforcement recipients to use funds to purchase and operate approved C-UAS technology.




National Schoolhouse for C-UAS

The Federal Bureau of Investigation (FBI) runs DOJ's C-UAS training and certification program through the National C-UAS Training Center (NCUTC), a national schoolhouse established at the FBI's campus at Redstone Arsenal, AL. Before enactment of the SAFER SKIES Act and final DOJ training and certification, the NCUTC trained SLTT officers deputized to serve on FBI C-UAS task forces. DOJ and DHS recently issued the July 2026 IFR, outlining the training and certification to be carried out at the NCUTC.


Training, Certification, and Implementation

Among other provisions, the July 2026 IFR outlines two types of certification for SLTT agencies engaged in C-UAS activities: (1) Detection and Warning and (2) Mitigation. It specifies that officers and employees (but not contractors) may receive certification to conduct C-UAS activities and may engage in mutual aid and regional C-UAS support of other agencies. The NCUTC maintains a certification database, and only certified personnel may exercise the C-UAS authorities.

Detection and Warning Certification. This certification course involves training on activities to detect, identify, monitor, or track a UAS, or to warn the operator. It does not involve mitigation efforts to disrupt, seize control of, disable, damage, or destroy a UAS. This certification is obtained after a law enforcement or correctional officer completes an online curriculum and passes a post-course assessment through the NCUTC training portal.

Mitigation Certification. This certification includes a two-week residential training course for SLTT officers on activities to disrupt, seize control of, disable, damage, or destroy a UAS. An abbreviated program is available for those operating only at correctional facilities. The July 2026 IFR indicates that the mitigation course includes "instruction on the legal, operational, and technological aspects of C-UAS operations…including [Federal Aviation Administration] coordination and airspace procedures, spectrum coordination requirements, real-time air traffic control notification procedures, FBI and DHS notification requirements, and the operational use of authorized mitigation technologies." Personnel engaging in mitigation actions must determine (using a totality of the circumstances standard) that a credible threat exists before taking any action, and any action taken must be proportionate to the threat.

Agency Implementation Policy. Any SLTT agency conducting C-UAS activities under the July 2026 IFR must adopt an agency implementation policy that, among other provisions, designates an Agency Approving Official and authorized personnel to engage in C-UAS activities, details tactical procedures for C-UAS operations, contains public notification provisions, and outlines procedures for data handling, retention, and dissemination. Agencies engaging only in detection and warning activities need not include details of tactical C-UAS procedures. Each agency must annually attest to their implementation policy through the NCUTC portal.

Authorized Technologies Lists. There are two lists to which agencies exercising C-UAS authorities under the July 2026 IFR must adhere. The IFR notes that "the Authorized Technologies List identifies the technology categories authorized for SLTT law enforcement and correctional agency C-UAS operations. The Authorized Systems List identifies specific systems, at the make and model level, that have completed interagency evaluation within those technology categories and stated operating restrictions."

C-UAS Operations Plan  and Coordination. Each mitigation operation or detection and warning operation conducted under the July 2026 IFR must be authorized by a C-UAS Operations Plan signed by an Agency Approving Official. This is an event/operation-specific document. However, facilities with ongoing operations, such as correctional facilities and critical infrastructure sites, may receive a standing approved plan for up to 365 days. Each plan must contain specified information on the operation and a risk-based assessment of engaging in the C-UAS activities. Additionally, before conducting any mitigation operation, an SLTT agency must submit an advance notification document through the NCUTC portal, identifying certain details about the operation. Any SLTT agency activating a C-UAS system for mitigation must notify the Federal Aviation Administration (FAA) within five minutes for real-time coordination.

Privacy and Civil Liberties. The July 2026 IFR requires SLTT agencies and personnel to comply with certain privacy and civil liberties protections when exercising the C-UAS authorities. For example, the IFR specifies that no C-UAS authority may be used "solely to seize, monitor, deter, interfere with, or disrupt individuals exercising rights protected by the First Amendment."

C-UAS Reporting. Within 48 hours after taking a mitigation action or confiscating a UAS under the authority of 6 U.S.C. §124n, an agency must report relevant information, including operational effects, statistics, and unintended consequences, through the NCUTC portal. Each SLTT agency engaging in C-UAS actions under the July 2026 IFR must also provide a semi-annual report covering data on all C-UAS operations, not just mitigation actions.




Policy Considerations

DOJ and DHS opened the July 2026 IFR to public comment on several aspects, including on data retention requirements and "whether [C-UAS] certifications should expire, the length of their validity period, and the requirements for renewal." In addition to examining how the IFR may be amended for the final rule, Congress may look to relevant issues not addressed in the IFR. For instance, Congress may examine the FBI's capacity to train SLTT agencies applying for the two certification programs. As of July 1, 2026, the NCUTC had trained 61 officers across 46 agencies. The NCUTC had previously prioritized training officers in cities hosting FIFA World Cup events, and Congress may examine future training priorities. They may also look at potential barriers to SLTT agency participation in the training and certification programs. For example, the online NCUTC detection and warning certification is offered at no cost to participating law enforcement and correctional officers. However, Congress may examine whether cost adversely affects SLTT agencies' ability to attend the two-week residential mitigation training and certification program and explore paths (in addition to DHS's C-UAS Grant Program) to financially support agencies' participation.













EPUB/nav.xhtml

Regulating State, Local, Tribal, and Territorial Law Enforcement Actions to Counter Unmanned Aircraft Systems (C-UAS)

		Regulating State, Local, Tribal, and Territorial Law Enforcement Actions to Counter Unmanned Aircraft Systems (C-UAS)





  
    		
      Title Page
    


    		
      Cover
    


  





EPUB/media/2026-07-29_IF13279_997b9410e5f148a36c703f89b6d55be3e29ac43c.png
\, Congressional Research Service
S arming e gt e s 91

IN FOCU:

Regulating State, Local, Tribal, and Territorial Law Enforcement Actions
to Counter Unmanned Aircraft Systems (C-UAS)

The s o s it sysens (UAS, o deones s
incronsed forcommenial nd eceuthonal pposes: 1 00 havs
Concer sbout hei ot public sty ad scury s
Sice 201, sl o eforsement ageocis ithin the US.
Deartmcnt o Jusice (DY) nd US. Depaimentof Homeland
Setutty (DHS)have had ounir aond st syt
(CUAS) i 10 espond o thents from mliions
ones Mo ety hrough the SAFER SKIES Act ncludod
it Natonl Dfonie Athoiztion Act o il Yo 2026
(Y2026 NDAA, .1 11960, Congres extended sl
o o s, ol bl and ol (SLTT)
nforcement d comecional sencis These uthortis e
Condiioned o compliance i g and cnificton
e, oulind s ey released July 2026 e
FialRale (FR) ssod ol by DOJ nd DHS: Countr 45
Sutorsy fo Sute Local, Tl and Terroral Lo
Exforcomentand Convectional dencies (rsinater, 2026
Y. This I Focusprovide n overvio ofpteis s
rom malicious done; ot grated o edral n SLTT
apenio; wning and coricaton reuiements cluded i he
T 2026 IR, and s tht Comgros iy comsider rgsnding
heregulation 0 SLTT agcies” C-UAS stvies.

Concerns about Malicious Drones

UAS may pose waiquepublic sy sy sk, Sone
e s, o sance, tha rones can b sed 35
econnaiseano fols o malcous acors “becaue thy can
ot bolleds,chockpoit, and other security mchanias.”Fo
cxample, U, Cutomsand BosderProtcton (CBP) b

el tht aasntional riminal rgaizaons e dones o
arvel and evade borde official, Diones hive o e s
Ko drop it drogs and thercomeband 0 il r pisons.
The Fadoral Bt o P, for cxample, e ht vl
etk delver il drug,wespons, <ol hones, nd e
Contruband o ate i drnes i hse o ncons
s ncrnsing. Vet amthr conce v plenil s of
o o b, shot e, o ey pson 35
over g crowds o peepe 3 publc cvent.

Varios foderlciminal lows b hisorial iited o
enforcements C-UAS apions. Fo instance, crimins
Srvelace laws, e the Wiy Actand PenTrap St
Ty b mplcated When I snlesement et gnals o
Communicutions o dtet, iy, moior, sk, o
Comamicate it o dronsad 5 perior Caai miigation
Tachigues,such s jaming (e, bocking or i il
izl and commnicaton) pooln (5. modiing
gl and ki o2 tcoming 3 drons's
Comamuications), may s up oot s conceing
Communication e, <tiore o systems, et Wit
Sl operaions;and he Computr Frad and Abus Act

Al nfocement atemgts o disps,dsable, o sy
ron may il il s i probit deiying o
St e

Expanding Law Enforcement's Toolkit

1 espnse o conern about mliious drops,pliymakess
e ke sep 0 expand i snlrecment' iyt egase
0 C-UAS st incluing detcin, eniting.
monitorin,ackin,conmunicaing i, ad dping or
bling piciousor malcons drones.

FederalLaw Enforcement
The Prevenin Emerging Thcats Actof 2018 Diision H
ofPL 1152566 CSC. §1260) gaed DO ad DHS corin
CUAS s 1 protet covered s nd st
malicious rone. I o o, rovided ther with it o,
postible volations of e el crimeal s whes
Eogaang in spociiadcouner-UAS ctiiies,sch s ecting.
dentiy g, s rcking dones and dsolig secog. o
destoyin e The SAFER SKIES Actamendad 6 U5.C.

12410 iz these sgences 0 ke such o, st
o covered s and s, bt when “ecessy o snforce
the la, provect the public, o o iigat  credble theat hat
e i sy o nnanted sl poses o the
Sty or scuity of covered ity o st~

SUTT Law Enforcement
Through the SAFER SKIES Act, Conres sl grated SLTT
o enforcemet and coreons agencis s 0 e
i acion o couter ot UAS thees. Tis autbority s
coningetonthese s ndegoing DO siing und
Ciihcaion, DO, i corginsion it DIS, the U5
Deartnentof Defise (DOD) s US. Depatmentof
Trasponation (DOT), s reuied 10 develo gulton or s
g and eport o Comes o0 ST i’ C-UAS s
D3 lons wih DS, BOD, DOT, e Federal
Conminicaions Conmision, nd the Natoral
Teleconmunicaions nd nfornation Adinsation—is o
quiad o maintsin s st of auhnized C-UAS sysens and
fachnologic that i be e by SLTT asecien. T SAFER.
SKIES Act s expandad thepuposearasof o il
ustic grunt program—te i Byone il Jusics
Assistance Gran (1AG) Proram nd the Conmuity O
Polcing Snvicc (COPS) Pogrum 1o allow SLTT
enforcmnt recipiat 10 us und 0 purchass snd et
pproved C-UAS techolony

National Schoolhouse for C-UAS

The Federal Bt f Ivesiaton (FBI) s DOJ's C-UAS
o and et fstion progran thioughte Naional C-UAS
Teining Centr (NCUTC, 3 rtona ehoolbouse sabished

[riyee———





