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Introduction 
From thermal imaging and wiretaps to GPS tracking and various forms of electronic eavesdropping, the 

emergence of new technologies and their investigative use have sometimes created legal tension with 

constitutional privacy protections. Over the last century, federal courts have considered the extent to 

which the Fourth Amendment’s prohibition of unreasonable searches and seizures limits law 

enforcement’s use of such technologies. Federal judges have issued diverging opinions on the 

constitutionality of a relatively new technology-assisted law enforcement tool—geofence warrants.  

Geofences have been described as electronic systems that help establish a virtual perimeter around a 

specific geographic location. Private companies use geofencing for business purposes such as targeted 

advertising. Geofence warrants are an investigative tool typically employed when law enforcement knows 

the approximate time and location of a crime but not the identities of suspects. In executing a geofence 

warrant, law enforcement compels a company to provide certain information indicating which particular 

smartphones were present within a geographic area during a specified time frame. Law enforcement can 

then use the information to potentially identify the owner of a smartphone found in the area of interest 

during the time frame. Because geofence warrants do not begin with an identifiable suspect, they have 

been said to “‘work in reverse’ from traditional search warrants.”  

Law enforcement has used geofence warrants to investigate criminal matters ranging from homicides to 

“stolen pickup trucks and smashed car windows.” The scope of geofence warrants has varied as well—

from geographical areas measured in feet or meters to areas larger than an acre. Temporally, some 

warrants have been limited to minutes or hours; others have covered a period of days.  

The use of geofence warrants has garnered media attention and legislative interest at the state and federal 

levels. In 2023, Google announced that it would reduce the default length of time it stores the location 

information typically sought in geofence warrants. The move drew interest from some observers who 

believe it could significantly curtail the use of geofence warrants. Still, as one federal appellate court 

pointed out, the relevance of geofences may continue given that the government “is still seeking Google 

geofences” and because the government may potentially seek geofence warrants from sources other than 
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https://scholar.google.com/scholar_case?case=15840045591115721227&q=533+US+27&hl=en&as_sdt=20006#:~:text=In%20order%20to%20determine%20whether%20an%20amount%20of%20heat%20was%20emanating%20from%20petitioner%27s%20home%20consistent%20with%20the%20use%20of%20such%20lamps%2C%20at%203%3A20%20a.m.%20on%20January%2016%2C%201992%2C%20Agent%20Elliott%20and%20Dan%20Haas%20used%20an%20Agema%20Thermovision%20210%20thermal%20imager%20to%20scan%20the%20triplex.
https://scholar.google.com/scholar_case?case=5577544660194763070&q=277+US+438&hl=en&as_sdt=20006#:~:text=use%20of%20evidence%20of%20private%20telephone%20conversations%20between%20the%20defendants%20and%20others%2C%20intercepted%20by%20means%20of%20wire%20tapping%2C%20amounted%20to%20a%20violation%20of%20the%20Fourth%20and%20Fifth%20Amendments.
https://scholar.google.com/scholar_case?case=3066032366235422373&q=565+U.S.+400&hl=en&as_sdt=20006#:~:text=The%20Government%20obtained,for%2028%20days.
https://scholar.google.com/scholar_case?case=16995507857185473172&q=316+U.S.+129&hl=en&as_sdt=20006#:~:text=They%20had%20with,from%20his%20office.
https://scholar.google.com/scholar_case?case=9210492700696416594&q=389+US+347&hl=en&as_sdt=20006#:~:text=overheard%20by%20FBI%20agents%20who%20had%20attached%20an%20electronic%20listening%20and%20recording%20device%20to%20the%20outside%20of%20the%20public%20telephone%20booth%20from%20which%20he%20had%20placed%20his%20calls
https://constitution.congress.gov/browse/essay/amdt4-1/ALDE_00000055/
https://scholarlycommons.law.hofstra.edu/cgi/viewcontent.cgi?article=3201&context=hlr#page=5
https://scholarlycommons.law.hofstra.edu/cgi/viewcontent.cgi?article=3201&context=hlr#page=5
https://scholar.google.com/scholar_case?case=13818003430150241744&q=107+F.4th+319&hl=en&as_sdt=20006#:~:text=On%20May%2020,covering%20the%20bank
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#:~:text=%22Unlike%20a%20warrant%20authorizing%20surveillance%20of%20a%20known%20suspect%2C%20geofencing%20is%20a%20technique%20law%20enforcement%20has%20increasingly%20utilized%20when%20the%20crime%20location%20is%20known%20but%20the%20identities%20of%20suspects%20%5Bare%5D%20not.%22
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#:~:text=In%20requesting%20a,by%20law%20enforcement.%22
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#:~:text=Thus%2C%20geofence%20warrants%20effectively%20%22work%20in%20reverse%22%20from%20traditional%20search%20warrants.
https://scholar.google.com/scholar_case?case=9248358978498617191&q=5+N.W.3d+151&hl=en&as_sdt=20006#:~:text=Unable%20to%20locate,body%20was%20found
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+f.4th+817&hl=en&as_sdt=20006#:~:text=*822%20requests%20per,law%20enforcement%20officials.%22).
https://scholar.google.com/scholar_case?case=9248358978498617191&q=5+N.W.3d+151&hl=en&as_sdt=20006#:~:text=The%20geofence%2Dwarrant%20application%20sought%20location%2Dhistory%20data%20for%20devices%20within%20a%2065%2Dfoot%2Dwide%20by%20290%2Dfoot%2Dlong%20geofence.
https://scholar.google.com/scholar_case?case=13818003430150241744&q=107+F.4th+319&hl=en&as_sdt=20006#:~:text=The%20warrant%20drew%20a%20geofence%20with%20a%20150%2Dmeter%20radius%20covering%20the%20bank.
https://scholar.google.com/scholar_case?case=13818003430150241744&q=107+F.4th+319&hl=en&as_sdt=20006#:~:text=At%20Step%20One%2C%20Google%20would%20provide%20anonymized%20Location%20History%20information%20for%20all%20devices%20that%20appeared%20within%20the%20geofence%20from%20thirty%20minutes%20before%20to%20thirty%20minutes%20after%20the%20bank%20robbery
https://scholar.google.com/scholar_case?case=10754814946666570863&q=579+F.Supp.3d+62&hl=en&as_sdt=20006#:~:text=The%20government%20seeks,activity%20under%20investigation.
https://scholar.google.com/scholar_case?case=9248358978498617191&q=5+N.W.3d+151&hl=en&as_sdt=20006#:~:text=Because%20the%20warrant%27s%20request%20for%20roughly%20one%20month%20of%20data%20would%20be%20cumbersome%20for%20Google%27s%20systems%2C%20Google%20initially%20provided%20a%20smaller%20set%20of%20data%2C%20representing%20March%2025%2D31%2C%202021
https://www.kob.com/new-mexico/4-investigates-geofence-fight/
https://le.utah.gov/xcode/Title77/Chapter23F/77-23f-S102.html?v=C77-23f-S102_2023050320230503#:~:text=Obtaining%20reverse%2Dlocation%20information%20within,required%20for%20disclosure%20%2D%2D%20Procedure.&text=77%2D23f%2D102.,required%20for%20disclosure%20%2D%2D%20Procedure.&text=the%20law%20enforcement%20agency%20can,ongoing%20threat%20to%20public%20safety.
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/2023-08-10-jdj-to-doj-re-geofencing.pdf
https://blog.google/products/maps/updates-to-location-history-and-new-controls-coming-soon-to-maps/#:~:text=Additionally%2C%20when%20you,delete%20controls%20altogether.
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#[3]:~:text=In%20December%202023,the%20practice%20itself.
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#:~:text=However%2C%20Google%20has,the%20practice%20itself.
https://www.apple.com/legal/transparency/pdf/requests-2023-H1-en.pdf#page=17
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Google. Moreover, litigation over the use of geofence warrants is likely to remain an issue in the federal 

courts. This Sidebar examines geofence warrant jurisprudence, with a particular focus on two diverging 

federal appellate court opinions from 2024, one of which was subsequently vacated by the full circuit en 

banc. The Sidebar concludes with considerations for Congress. 

Constitutionality of Geofence Requests 
Geofence warrants have raised two primary constitutional issues. The first issue is whether the collection 

and subsequent review of geofence data is in itself a “search” implicating the restrictions of the Fourth 

Amendment. Second, in the event that a court concludes that such activities do constitute a search, 

another issue is whether a properly issued warrant is sufficient protection under the Fourth Amendment to 

permit the use of geofence data in law enforcement investigations. 

Legal Background on the Fourth Amendment and Technology 

In determining whether a particular means of gathering information—such as use of a geofence—

constitutes a “search” triggering the protections of the Fourth Amendment, federal courts generally look 

to whether the government action violates a person’s reasonable expectation of privacy. A variety of 

considerations inform whether an expectation of privacy is reasonable, but the Supreme Court has held 

that “a person has no legitimate expectation of privacy in information he voluntarily turns over to third 

parties.” This concept—known as the “third-party doctrine”—reflects a judgment that a person “takes the 

risk, in revealing his affairs to another, that the information will be conveyed by that person to the 

Government.” In articulating this doctrine, the Supreme Court in 1976 concluded that a bank customer 

lacked a reasonable expectation of privacy in financial records stored with his bank by virtue of his being 

a customer there. Under a broad construction of the third-party doctrine in the modern era, a potentially 

vast amount of digital information would exist beyond the protections of the Fourth Amendment, since 

such information is often shared by customers with technology providers in the ordinary course of using a 

product. 

In an opinion that was instrumental to Fourth Amendment jurisprudence in the context of technology-

assisted law enforcement, the Supreme Court in 2018 decided Carpenter v. United States, recognizing a 

limitation to the potentially expansive scope of the third-party doctrine. That case involved the 

warrantless search of historical cell-site location information (CSLI)—data that record the location of a 

cellular device when it connects to “a set of radio antennas called ‘cell sites’” typically mounted on 

towers or structures. In Carpenter, law enforcement obtained a defendant’s CSLI—covering 127 days—

from cellular providers through a court order issued pursuant to the Stored Communications Act (SCA). 

The Carpenter Court held that the CSLI was not exempt from Fourth Amendment protection pursuant to 

the third-party doctrine, even though the CSLI was shared by the defendant with cellular providers in the 

course of his cell phone use. The Court rejected the idea that the defendant’s sharing of CSLI with the 

providers was voluntary, observing that “[c]ell phone location information is not truly ‘shared’ as one 

normally understands the term” given that carrying a cell phone is “indispensable to participation in 

modern society” and in light of the fact that “a cell phone logs a cell-site record by dint of its operation.” 

In addition, the Court concluded that the defendant had a reasonable expectation of privacy in the CSLI in 

light of the revealing nature of the information at issue. This, the Court observed, amounted to “near 

perfect surveillance” because cell phones accompany their owners in nearly every physical space, and 

because the CSLI is both accurate and retrospective. As the Court in Carpenter put it, CSLI can provide 

“an intimate window into a person’s life, revealing not only his particular movements, but through them, 

his ‘familial, political, professional, religious, and sexual associations.’” Nevertheless, the Court 

described Carpenter as a “narrow” holding that did not abolish the third-party doctrine or predetermine its 

application to other forms of technological surveillance.  

https://www.ca4.uscourts.gov/opinions/224489.p.pdf
https://constitution.congress.gov/browse/essay/amdt4-3-3/ALDE_00013717/
https://scholar.google.com/scholar_case?case=3033726127475530815&q=442+U.S.+735&hl=en&as_sdt=20006#p740
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Although%20no%20single,Amendment%5D%20was%20adopted.%22
https://scholar.google.com/scholar_case?case=3033726127475530815&q=442+U.S.+735&hl=en&as_sdt=20006#p740:~:text=Second%2C%20even%20if,to%20third%20parties.
https://scholar.google.com/scholar_case?case=5723540002055584133&q=981+F.3d+961&hl=en&as_sdt=20006#:~:text=Ordinarily%2C%20a%20person,third%2Dparty%20doctrine.
https://scholar.google.com/scholar_case?case=15052729295643479698&q=425+U.S.+435&hl=en&as_sdt=20006#:~:text=The%20depositor%20takes%20the%20risk%2C%20in%20revealing%20his%20affairs%20to%20another%2C%20that%20the%20information%20will%20be%20conveyed%20by%20that%20person%20to%20the%20Government.
https://scholar.google.com/scholar_case?case=15052729295643479698&q=425+U.S.+435&hl=en&as_sdt=20006#:~:text=The%20depositor%20takes,.%5B4%5D
https://www.justice.gov/sites/default/files/jmd/legacy/2014/08/10/senaterept-99-541-1986.pdf#page=3
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=The%20question%20we%20confront%20today%20is%20how%20to%20apply%20the%20Fourth%20Amendment%20to%20a%20new%20phenomenon%3A%20the%20ability%20to%20chronicle%20a%20person%27s%20past%20movements%20through%20the%20record%20of%20his%20cell%20phone%20signals.%20Such%20tracking%20partakes%20of%20many%20of%20the%20qualities%20of%20the%20GPS%20monitoring%20we%20considered%20in%20Jones.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Cell%20phones%20continuously,location%20information%20(CSLI).
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Although%20cell%20sites%20are%20usually%20mounted%20on%20a%20tower%2C%20they%20can%20also%20be%20found%20on%20light%20posts%2C%20flagpoles%2C%20church%20steeples%2C%20or%20the%20sides%20of%20buildings.%20Cell%20sites%20typically%20have%20several%20directional%20antennas%20that%20divide%20the%20covered%20area%20into%20sectors.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Act.%20Wireless%20carriers%20produced%20CSLI%20for%20petitioner%20Timothy%20Carpenter%27s%20phone%2C%20and%20the%20Government%20was%20able%20to%20obtain%2012%2C898%20location%20points%20cataloging%20Carpenter%27s%20movements%20over%20127%20days%20%E2%80%94%20an%20average%20of%20101%20data%20points%20per%20day.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Based%20on%20that%20information%2C%20the%20prosecutors%20applied%20for%20court%20orders%20under%20the%20Stored%20Communications%20Act%20to%20obtain%20cell%20phone%20records%20for%20petitioner%20Timothy%20Carpenter%20and%20several%20other%20suspects.
https://crsreports.congress.gov/product/pdf/LSB/LSB10801
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=At%20the%20same%20time%2C%20the,of%20a%20search.%5B3%5D
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Neither%20does%20the,beyond%20powering%20up.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=practically%20no%20expense.-,In%20fact%2C%20historical%20cell%2Dsite%20records%20present%20even%20greater%20privacy%20concerns,if%20it%20had%20attached%20an%20ankle%20monitor%20to%20the%20phone%27s%20user,-.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=practically%20no%20expense.-,In%20fact%2C%20historical%20cell%2Dsite%20records%20present%20even%20greater%20privacy%20concerns,if%20it%20had%20attached%20an%20ankle%20monitor%20to%20the%20phone%27s%20user,-.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Moreover%2C%20the%20retrospective%20quality%20of%20the%20data%20here%20gives%20police%20access%20to%20a%20category%20of%20information%20otherwise%20unknowable.
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=.%20As%20with%20GPS%20information%2C%20the%20time%2Dstamped%20data%20provides%20an%20intimate%20window%20into%20a%20person%27s%20life%2C%20revealing%20not%20only%20his%20particular%20movements%2C%20but%20through%20them%20his%20%22familial%2C%20political%2C%20professional%2C%20religious%2C%20and%20sexual%20associations.%22
https://scholar.google.com/scholar_case?case=853695326923033538&q=585+U.S.+296&hl=en&as_sdt=20006#:~:text=Our%20decision%20today,embarrass%20the%20future.%22
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Is There a Fourth Amendment “Search” of Geofence Data? 

In 2024, the U.S. Courts of Appeals for the Fourth and Fifth Circuits (Fourth Circuit and Fifth Circuit, 

respectively) issued diverging opinions on whether a geofence amounts to a Fourth Amendment search.  

Both cases involved warrants for Google Location History. Google describes Location History as “a 

history or journal that [its] users can choose to create, edit, and store to record their movements and 

travels.” Google users must agree to have their Location History monitored. Google is reportedly the 

primary recipient of geofence warrants. Accordingly, the procedures for executing geofence warrants, and 

the courts’ analysis thereof as further described below, have been driven in large part by Google’s 

corporate policies, which typically involve a three-step process. First, under that process, a warrant is 

obtained for an anonymized list of users in a specified geographic area and time frame. Then, based on a 

review of that information and in the hopes of aiding their identification of a particular user, law 

enforcement can compel further contextual location information from the company for a narrower subset 

of users identified in step one. Finally, law enforcement may compel account identifying information such 

as account holder names and email addresses associated with the anonymized device numbers that law 

enforcement has identified as relevant under the first two steps. What it actually means to “compel” the 

company beyond step one seems to vary in practice: for example, in one case a county detective in 

Minnesota obtained an additional warrant to compel deanonymized data from Google at the third step; but 

in other cases law enforcement has relied on the initial search warrant to compel Google at all three steps.  

In United States v. Chatrie, the Fourth Circuit declined to extend Carpenter to law enforcement’s use of a 

warrant to collect Google’s Location History information, concluding that the defendant lacked a 

reasonable expectation of privacy in that information (and that it therefore did not constitute a search 

within the meaning of the Fourth Amendment). First, the court determined that because the geofence 

request at issue sought only two hours of Location History, the “information obtained was therefore far 

less revealing” than that collected in Carpenter or in other cases examining the bounds of the Fourth 

Amendment in relation to technological surveillance. Second, the Fourth Circuit said that geolocation 

information, unlike CSLI, is voluntarily shared because it “is off by default and can be enabled only by a 

user’s affirmative act.” Thus, the Fourth Circuit held that the third-party doctrine applied.  

The Fifth Circuit disagreed with Chatrie in United States v. Smith. The Smith court analogized the 

geofence data to the CSLI at issue in Carpenter, and warned of “near perfect surveillance” given the 

pervasiveness of the underlying technology and the precision of the information. Although the Fifth 

Circuit conceded that “geofences tend to be limited temporally,” it observed that “the potential 

intrusiveness of even a snapshot of precise location data should not be understated” given that “location 

tracking can easily follow an individual into areas normally considered some of the most private and 

intimate, particularly residences.” The Fifth Circuit stated that, although Google Location History 

information requires a user to affirmatively opt in, it is still not truly voluntary due to the opacity of the 

opt-in process and its consequences and given the persistence with which users are asked to opt in. The 

court therefore held that the collection and review of geofence information was indeed a search under the 

Fourth Amendment. 

En Banc Fourth Circuit opinion in Chatrie 

In November 2024, the Fourth Circuit ordered rehearing of Chatrie en banc, and subsequently heard 

arguments on January 30, 2025. The Fourth Circuit vacated the original Chatrie panel judgment and 

opinion discussed above, and on April 30, 2025, the en banc court issued a one-line per curiam opinion, 

affirming the judgment of the district court. The district court in Chatrie had denied the defendant’s 

motion to suppress geofence evidence. Although the district court asserted that the underlying geofence 

warrant “plainly” violated the Fourth Amendment, it had concluded that the officers were entitled to the 

“good faith” exception to the Fourth Amendment recognized by the Supreme Court in United States v. 

https://www.nacdl.org/getattachment/723adf0b-90b1-4254-ab82-e5693c48e951/191220-chatrie-google-amicus-brief.pdf#page=11
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+f.4th+817&hl=en&as_sdt=20006#:~:text=It%20is%20true%20that%20this,respect%2C%20we%20are%20not%20convinced.
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+f.4th+817&hl=en&as_sdt=20006#:~:text=So%20far%2C%20Google%20has%20been%20the%20primary%20recipient%20of%20geofence%20warrants%2C%20in%20large%20part%20due%20to%20its%20extensive%20Location%20History%20database%2C%20known%20as%20the%20%22Sensorvault.%22%5B3%5D%20Amster%20%26%20Diehl%2C%20Against%20Geofences%2C%20supra%20at%20389.%20Google%20collects%20data%20from%20accounts
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+f.4th+817&hl=en&as_sdt=20006#:~:text=But%2C%20if%20you,into%20three%20steps.
https://www.nacdl.org/getattachment/723adf0b-90b1-4254-ab82-e5693c48e951/191220-chatrie-google-amicus-7brief.pdf#page=17
https://www.nacdl.org/getattachment/723adf0b-90b1-4254-ab82-e5693c48e951/191220-chatrie-google-amicus-brief.pdf#page=19
https://scholar.google.com/scholar_case?case=9248358978498617191&q=5+N.W.3d+151&hl=en&as_sdt=20006#:~:text=Consistent%20with%20the%20geofence%2Dwarrant%20application%2C%20the%20detective%20applied%20for%20a%20new%20search%20warrant%20to%20obtain%20identifying%20subscriber%20information%20for%20Device%20A.
https://scholar.google.com/scholar_case?case=14464858627349802379&q=110+F.4th+817&hl=en&as_sdt=20006#:~:text=However%2C%20prior%20to%20submitting,on%20June%207%2C%202019.
https://scholar.google.com/scholar_case?case=13818003430150241744&q=107+F.4th+319&hl=en&as_sdt=20006#:~:text=The%20district%20court%20denied%20Chatrie%27s%20motion%20to%20suppress%20based%20on%20the%20good%2Dfaith%20exception.%20We%20agree%20that%20the%20motion%20should%20be%20denied%2C%20but%20for%20a%20different%20reason%3A%20Chatrie%20did%20not%20have%20a%20reasonable%20expectation%20of%20privacy%20in%20two%20hours%27%20worth%20of%20Location%20History%20data%20voluntarily%20exposed%20to%20Google.
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Leon. In Leon, the Court held that the Fourth Amendment does not require the exclusion of evidence 

garnered by “officers acting in reasonable reliance on a search warrant issued by a detached and neutral 

magistrate but ultimately found to be unsupported by probable cause.” According to the Leon Court, 

excluding evidence would lack a “deterrent effect when the offending officers acted in the objectively 

reasonable belief that their conduct did not violate the Fourth Amendment.” 

The Fourth Circuit en banc “fractured” in its reasoning, in what the Chief Judge described as a 

“labyrinth” of eight separate concurrences and one dissent, representing “widely divergent views on the 

intersection of the Fourth Amendment and the groundbreaking investigative tool at issue here.” Fourteen 

judges joined the per curium opinion. A majority of the en banc court (across several opinions) agreed 

that the officers benefited from the good faith exception. Nearly half of the en banc court would have 

concluded that the geofence was not a Fourth Amendment search under a variety of theories, including 

application of the third-party doctrine. In contrast, several other members of the en banc court analogized 

geofence information to the CSLI protected by Carpenter and would have held that it is subject to a 

reasonable expectation of privacy (at least with respect to non-anonymous data). Some judges also 

believed that the geofence warrant itself was invalid due to a lack of probable cause. One judge dissented 

on the ground that “the good faith exception is inapplicable in this case,” and wrote that “the geofence 

warrant at issue glaringly infringed on the Fourth Amendment.”  

Because a majority of the en banc court did not resolve the question of whether a geofence search is a 

Fourth Amendment search, the circuit split with the Fifth Circuit has abated for now. Regardless, the 

numerous, varied opinions from the en banc court seemingly underscore the continuing judicial 

disagreement over the legality of geofence warrants.  

Does a Geofence Warrant Satisfy the Requirements of the Fourth 

Amendment?  

When the use of geofence data constitutes a search, as the court in Smith concluded, “it follows that the 

government must generally obtain a warrant supported by probable cause and particularity before 

requesting such information.” Warrants that lack probable cause or particularity are sometimes deficient 

because they are “general” warrants that “specify only an offense, leaving to the discretion of the 

executing officials the decision as to which persons should be arrested and which places should be 

searched.” General warrants are “plainly unconstitutional” and their historic use in England served as a 

primary impetus for the Fourth Amendment. 

The original Fourth Circuit panel in Chatrie, and the subsequent en banc court, did not reach the question 

of whether geofence warrants satisfy Fourth Amendment requirements (although, as noted, several 

members of the en banc court expressed skepticism that they would). The Fifth Circuit held in Smith that 

the geofence warrant at issue amounted to a “general” warrant prohibited by the Fourth Amendment. The 

recipient of such a warrant, the Smith court observed, must search “its entire database” to arrive at the 

sample of data actually sought by law enforcement. Given that Google’s review entails a search of all 592 

million individual accounts with Location History enabled, the Fifth Circuit determined that it amounts to 

“the exact sort of general, exploratory rummaging that the Fourth Amendment was designed to prevent.” 

This review, the court held, occurs while law enforcement has “no idea who they are looking for, or 

whether the search will even turn up a result.” The Fifth Circuit opined that the “quintessential problem” 

with geofence warrants is that they do not include sufficiently particular information, such as a specific 

user to be identified; rather, they identify only a time period and geographic location where a person of 

interest may turn up. Rejecting the government’s claim that geofence warrants are sufficiently “limited to 

specified information directly tied to a particular [crime] at a particular place and time,” the court stated 

that, although the results of a geofence warrant may be narrowly tailored as to assuage Fourth 

Amendment concerns, the search itself is not. In other words, the court held that during the review, 
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collection, and sharing of geofence data with law enforcement, a search fails at the first step by allowing 

law enforcement—through Google—to “rummage through troves of location data from hundreds of 

millions of Google users without any description of the particular suspect or suspects to be found.” 

At least one state supreme court reached a different conclusion in a case involving “reverse-keyword” 

warrants, which often employ procedures similar to those used in executing geofence warrants. That court 

held that a lawfully issued warrant can satisfy protections of the Fourth Amendment.  

Congressional Considerations 
As discussed above, the Fourth and Fifth Circuits have split on whether the use of geofence data in law 

enforcement constitutes a search for purposes of the Fourth Amendment, and the Fourth Circuit reheard 

Chatrie en banc on January 30, 2025. If this circuit split persists, it could induce the Supreme Court to 

grant certiorari of a geofencing appeal to resolve the question. At least one practitioner has flagged 

geofence warrants as a topic likely to garner Supreme Court review. 

A number of states have enacted laws restricting geofences in particular contexts. Many of these laws 

focus on banning or restricting the practice of private entities geofencing health care facilities. At least 

one state, Utah, has enacted a statute that generally requires investigators to obtain a search warrant for 

geofences or other reverse searches. At the federal level, several Members of Congress sent a letter to 

Google in 2022 warning of the potential use of geofence warrants in abortion investigations and asking 

the company to minimize its data collection practices. In 2023, the chairman of the House Judiciary 

Committee sent a letter to the United States Attorney General seeking information on the use of geofence 

warrants in January 6th investigations and in other instances. 

Although Congress would likely exceed its authority in instructing the courts on how to interpret the 

Fourth Amendment, Congress could add additional statutory privacy protections for location information. 

For example, the SCA restricts when certain information may be disclosed by electronic communication 

services or remote computing services, which in practice typically include entities such as “cell phone 

providers, email providers, or social media platforms” and cloud computing providers. Pursuant to a 

provision of the SCA codified at 18 U.S.C. § 2703, the government may compel such providers to share 

communications’ content and metadata if it obtains the requisite level of legal process, which ranges from 

a subpoena to a warrant depending on the category of information sought. Google has argued that “quite 

apart” from the constitutional warrant requirement, Sections 2703(a) and (b) separately require law 

enforcement to obtain a warrant to compel the disclosure of Location History information, although 

federal courts have yet to resolve that issue. Several members of the en banc Fourth Circuit emphasized 

that the SCA might require a warrant for geofence information. Congress could amend the SCA to affect 

protections for location history information. Congress could also leave resolution of the legality of 

geofence warrants to the courts. 
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https://uscode.house.gov/view.xhtml?req=(title:18%20section:2703%20edition:prelim)%20OR%20(granuleid:USC-prelim-title18-section2703)&f=treesort&edition=prelim&num=0&jumpTo=true#:~:text=(a)%20Contents,of%20this%20section.
https://uscode.house.gov/view.xhtml?req=(title:18%20section:2703%20edition:prelim)%20OR%20(granuleid:USC-prelim-title18-section2703)&f=treesort&edition=prelim&num=0&jumpTo=true#:~:text=(b)%20Contents,competent%20jurisdiction%3B%20or
https://scholar.google.com/scholar_case?case=9517968730834910842&q=%22Even+if+the+initial+geofence+request+was+not+a+Fourth+Amendment+search%22&hl=en&as_sdt=20006#:~:text=Even%20if%20the%20initial,reach%20this%20issue%20here.
https://crsreports.congress.gov/product/pdf/LSB/LSB10801
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