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Summary

Recent press reports have raised questions about the Department of the Treasury’s
Terrorist Finance Tracking Program’s access to information on international financial
transactions held by the Society for Worldwide Interbank Financial Telecommunication
(SWIFT), a Brussels-based organization owned by banks in many countries, which
serves as a hub for international funds  transfers.  Its records contain names, addresses,
and account numbers of senders and receivers of international wire transfers between
banks and between securities firms, thus providing a useful source for federal officials
responsible for following money trails across international borders.  On June 29, 2006,
the House of Representatives passed H.Res. 895 voicing support for the Treasury
program as fully compliant with all applicable laws; condemning the unauthorized
disclosure of classified information; and calling upon news media organizations not to
disclose classified intelligence programs. H.Res. 904 was introduced to discourage
government censorship of the press. This report addresses these issues and will be
updated as legislative events merit.

Background. News stories appearing in the New York Times, the Wall Street
Journal, and the Los Angeles Times1 in June, 2006, described efforts by the Department
of the Treasury to trace international banking system transfers of funds to and from
terrorists by accessing information held by the Society for Worldwide Interbank Financial
Telecommunication (SWIFT), a Brussels-based entity owned by financial organizations
world-wide that serves as a major hub for international communications among banks and
other financial institutions.  It has at least one office in the United States.
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What is Treasury’s authority for access to SWIFT information?  Treasury2

cites Executive Order 13224,3 “Blocking Property and Prohibiting Transactions With
Persons Who Commit, Threaten to Commit, or Support Terrorism,” as authority for the
SWIFT program as a component of its “Terrorist Financing Tracking Program.” E.O.
13224 was issued by President Bush on September 23, 2001, pursuant to the International
Emergency Economic Powers Act (IEEPA), 50 U.S.C. §§ 1701-1706.  IEEPA permits the
President to exercise broad powers over property or financial transactions, including
transfers of credit or payments through banking institutions and securities or other
obligations, that involve any interest of a foreign country or a national of that country.  To
invoke its authorities, the President must declare a national emergency based on the
existence of an unusual or extraordinary threat to U.S. national security, foreign policy,
or economy having its source, in whole or substantial part, outside the United States. 
 

Finding that foreign terrorist acts, including those of September 11, and threats of
future terrorism constitute an unusual and extraordinary threat to the national security,
foreign policy, and economy of the United States, President Bush issued E.O. 13224. It
delegates to the Secretary of the Treasury all necessary authority under IEEPA to block
the assets within U.S. jurisdiction of named individuals and entities who are determined
by the Secretary of State and the Secretary of the Treasury, in consultation with each other
and with the Attorney General, to pose a significant risk of terrorism or to be assisting,
sponsoring, or providing financial, material, or technological support for terrorist acts or
designated persons.4  It requires agencies to coordinate with other countries through
bilateral and multilateral agreements and other arrangements to prevent and suppress
terrorist acts, deny financial services to terrorists, and share financial intelligence.
Treasury’s Office of Foreign Assets Control (OFAC) administers the terrorists sanctions
programs and has issued four separate sets of terrorist sanctions regulations, 31 C.F.R.,
Parts 594 to 597.5   The Global Terrorism Sanctions Regulation, 31 C.F.R., Part 94,
blocks “property and interests in property ... that are in the United States, that hereafter
come within the United States, or that hereafter come within the control of U.S. persons,
including their overseas branches” of persons listed on the Annex to E.O. 132446 and a
list of other categories of foreign terrorists.  It defines “United States person” to include,
among other things, “any person in the United States,” and “person” to include an
“entity,” which means “a partnership, association, corporation, or other organization,
group, or subgroup.”7   It declares that the blocked  property or interests therein  “may not
be transferred, paid, exported, withdrawn or otherwise dealt in,” and makes void any
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transfer in violation of the regulation.8  By incorporating by reference9 the general
recordkeeping and reporting requirements of 31 C.F.R., Part 501, the regulation includes
OFAC’s authority to require reports of transactions and to “subpoena ... the production
of all books, papers, and documents relating to any matter under investigation regardless
of whether any report has been required or filed in connection therewith.”    

What privacy protections apply to records of financial transactions?
The United States has no general law of financial privacy.  The Constitution provides no
protection against governmental access to financial information turned over to third
parties.  United States v. Miller, 425 U.S. 435 (1976).  Although the Fourth Amendment
to the United States Constitution requires a search warrant for a law enforcement agent
to obtain a person’s own copies of financial records, it does not protect the same records
when they are held by financial institutions.  The Right to Financial Privacy Act, 12
U.S.C. §§ 3401-3422, sets procedures for federal government access to customer financial
records held by financial institutions. It generally requires customer notice when federal
authorities seek access to bank information on individuals or partnerships of five or fewer
individuals. The law requires that federal agencies seeking disclosure of customer
financial records use one of several procedures, among which are administrative
subpoenas or summons and formal written requests.10  This law,  however, applies
generally only to depository institutions.11  Among the various exceptions to the customer
notice requirements are disclosures to a federal agency “seeking only the name, address,
account number, and type of account of any customer or ascertainable group of customers
associated (1) with a financial transaction or class of financial transactions, or (2) with a
foreign country or subdivision thereof in the case of a Government authority exercising
financial controls over foreign accounts in the Untied States under .... [IEEPA].”12  A
federal agency that obtains records under this law may transfer them to another agency by
certifying “in writing that there is reason to believe that the records are relevant to a
legitimate law enforcement inquiry, or intelligence or counterintelligence activity,
investigation or analysis related to international terrorism within the jurisdiction of the
receiving agency.”13

What other federal laws apply to tracking terrorist finances? Other
federal laws may be implicated in federal efforts to detect terrorist financing, including
substantive criminal law and procedural statutes defining terrorism and support for
terrorism and  money laundering and specifying procedures for seizing terrorist assets. 
The following concentrate on financial institution recordkeeping and reporting.
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1.  The Bank Secrecy Act of 1970 (BSA)14 and its major component, the Currency
and Foreign Transactions Reporting Act (CFTRA),15 require reports and records of cash,
negotiable instrument, and foreign transactions.  They authorize the Secretary of the
Treasury to prescribe regulations to insure that adequate records are maintained of
transactions that have a “high degree of usefulness in criminal, tax, or regulatory
investigations or proceedings.”16   CFTRA contains significant requirements related to
foreign-based monetary transactions.  Citizens are required to keep records and file
reports regarding transactions with foreign financial agencies, pursuant to rules
promulgated by the Treasury Secretary.17  Monetary instruments of more than $10,000
that are exported from or imported into the United States must also be reported.18

2.  Title III of the USA PATRIOT Act19 is devoted to combating terrorist financing.
It makes providing material support to a foreign terrorist organization a predicate offense
for money laundering prosecution under section 1956 of Title 18 of the U.S. Code.20  It
authorizes the Treasury Secretary to require domestic financial institutions to undertake
certain “special measures,” from increased recordkeeping to forbidding transactions with
respect to specific regions, financial institutions, or transactions outside of the United
States determined to be of primary money laundering concern.21  The USA PATRIOT Act
also permits forfeiture of accounts held in a foreign bank if that bank has an interbank
account in a U.S. financial institution; in essence, law enforcement officials are authorized
to substitute funds in the interbank account for those in the targeted foreign account.22

Forfeiture is also authorized for currency reporting violations and violations of BSA
prohibitions against evasive structuring of transactions.23 

3.  The Suppression of the Financing of Terrorism Convention Implementation Act
implements the International Convention for the Suppression of the Financing of
Terrorism by making it a crime to collect or provide funds to support terrorist activities
(or to conceal such fund-raising efforts), regardless of whether the offense was committed
in the United States or the accused was a United States citizen.24
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4.  The Intelligence Reform and Terrorism Prevention Act of 2004 requires the
Treasury Secretary to issue regulations mandating the reporting of cross-border
transmittals by certain financial institutions,25 and to submit a report to Congress on the
Treasury Department’s efforts to combat money laundering and terrorist financing.26

Is the publication of classified information a criminal act?  Whether the
publication of information related to the Treasury’s monitoring program is illegal depends
on whether it falls within the definition of one of the categories of information protected
by statute and is committed with the requisite intent.27  The most pertinent of these
statutes would seem to be the Espionage Act of 1917,28 which protects “information
related to the national defense ” by prohibiting the gathering as well as the willful
communication, delivery, or transmission of such information to any person not entitled
to receive it, with the intent or reason to believe the information will be used against the
United States or to the benefit of a foreign nation.29   The courts give deference to the
executive determination of what constitutes “defense information,”30 but the text of the
statute seems to indicate that information related to the military establishment was the
primary object of the law.  Information that is made available by the government to the
public is not covered under the prohibition, in any event, because public availability of
such information negates the bad-faith intent requirement.31 On the other hand, the
Constitution protects the public right to access government information and to express
opinions regarding the functioning of the government.  The First Amendment to the U.S.
Constitution provides: “Congress shall make no law . . . abridging the freedom of speech,
or of the press . . . .”32  Although the Supreme Court has held that “[t]he Government may
. . . regulate the content of constitutionally protected speech in order to promote a
compelling interest . . .,”33 it has been reluctant to enjoin the press from publishing
information, especially that relating to news and commentary on current events.34  

What international law may be implicated by the program? The United
Nations Participation Act (UNPA),35 which authorizes the President to implement
measures ordered by the United Nations Security Council, may provide some authority
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for the activity.36  The U.N. Security Council, which plays a lead role in determining
threats to the international peace and security, has declared that international terrorism is
such a threat and has called upon member states to “cooperate with each other . . . to
prevent and suppress terrorist acts, . . .[to] prevent and suppress in their territories through
all lawful means the preparation and financing of any acts of terrorism;. . . [and to]
exchange information in accordance with international and domestic law, and cooperate
on administrative and judicial matters in order to prevent the commission of terrorist
acts.”37  Following the September 11, 2001 terrorist attacks on the United States, the U.N.
Security Council reiterated its earlier pronouncements, calling upon the member states to
cooperate in the fight against terrorism, in particular by adopting measures to suppress the
funding of terrorism and adhering to international agreements pertaining to the same.38

Among such agreements is the International Convention for the Suppression of Financing
Terrorism, adopted by the United Nations General Assembly in 1999, which obligates
states party to take measures to identify, discover, freeze, or seize the moneys used or
intended for use to finance terrorist attacks of an international character.39  The obligations
of state parties extend to activities of their own citizens related to international terrorism,
and to terrorist acts that may take place outside of their own territory.  The UNPA
therefore appears to cover the type of monitoring at issue, at least so long as the measures
are calibrated to monitor only transactions that are reasonably related to an investigation
of possible terrorist financing and are otherwise constitutional.

Has Congress responded?   On June 29, 2006, the House of Representative
passed H.Res. 895, voicing support for the Treasury Terrorist Finance Tracking Program
as lawful; condemning the unauthorized disclosure of classified information; and calling
upon news media organizations not to disclose classified intelligence programs.  Another
resolution was introduced, H.Res. 904, commending the American press for its service
in keeping the public informed of government activity.

On July 11, 2006, the House Financial Services Committee’s Oversight and
Investigations Subcommittee will hold a hearing on the Terrorist Finance Tracking
Program.


