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Summary

TheU.S. Government hasalways protected scientific and technical information
that might compromise national security. Since the 2001 terrorist attacks, the
government haswidened control son accesstoinformation and scientific components
that could threaten national security. The policy challengeisto balance science and
security without compromising national security, scientific progress, and
constitutional and statutory protections.

This report summarizes (1) provisions of the Patent Law; Atomic Energy Act;
International Trafficin ArmsControl regulations; theUSA PATRIOT Act, P.L. 107-
56; the Public Health Security and Bioterrorism Preparedness and Response Act of
2002, P.L. 107-188; and the Homeland Security Act, P.L. 107-296, that permit
governmental restrictions on either privately generated or federally owned scientific
and technical information that could harm national security; (2) evolution of federal
definitions for “sensitive but unclassified” (SBU) information; (3) controversies
about White House policy directives on federal SBU and “ Sensitive Homeland
Security Information” (SHSI); and (4) policy options.

Even before the terrorist attacks of 2001, White House directives and agencies
used the label SBU to safeguard from public disclosure information that does not
meet the standards for classification in Executive Order 12958 or National Security
Decision Directive 189. New Executive Order 13292 might widen the scope of
scientific and technological information to be classified to deter terrorism. SBU has
not been defined directly in statutory law, but when using the term, some agencies
refer to definitions for controlled information, such as “sensitive,” in the Computer
Security Act, and to information exempt from disclosure in the Freedom of
Information Act (FOIA), and the Privacy Act. Theidentification of information to
be safeguarded intheselawsisdiscretionary, subject to agency interpretation and risk
analysis. The White House and the Department of Justice recently widened the
applicability of SBU. Criticssay that thelack of aclear SBU definition complicates
the design of policies to safeguard such information. Some say that if information
needs to be safeguarded, it should be classified. Others say that wider controlswill
deny accessto information needed for oversight and scientific communication. P.L.
107-296, the Homeland Security Act, requires the President to guide agencies on
safeguarding SBU homeland security information; the Office of Management and
Budget plans to issue related guidance this year. Issues of possible interest to
Congress in securing scientific information include identification of factors that
should be used to define SBU information, especially since agencies are given
discretion under FOIA and the Computer Security Act to defineinformation subject
to nondisclosure; design of an appeal s process; assessing the pros and cons of wider
SBU controls; and the possible classification of basic research information since
some research agency heads have been given original classification authority. Some
professional groups are beginning to develop mechanisms to limit publication of
“sensitive” privately controlled scientific and technical information. Their actions
may be guided by federal policy. Thisreport will be updated as events warrant.
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Sensitive But Unclassified Information and
Other Federal Security Controls on Scientific
and Technical Information: History and
Current Controversy

Introduction

Thisreport (1) summarizesprovisionsof several lawsandregulations, including
the Patent Law, the Atomic Energy Act, International Traffic in Arms Control
regulations, the USA PATRIOT Act (P.L. 107-56), the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002 (P.L. 107-188), and the
Homeland Security Act (P.L. 107-296), that permit thefederal government to restrict
disclosure of scientific and technical information that could harm national security;
(2) describes the development of federal controls on “sensitive but unclassified”
(SBU) scientific and technical information; (3) summarizes current controversies
about White House policy on “Sensitive But Unclassified Information,” and
“Sensitive Homeland Security Information” (SHSI) issued in March 2002; and (4)
identifies controversial issues which might affect the development of Office of
Management and Budget (OMB) and agency guidelines for sensitive unclassified
information, which are expected to be released during 2003.

Federal Controls on Privately Generated Scientific
and Technical Information

Severa laws permit the federal government to classify privately-generated
scientific and technical information that could harm national security, even when it
isnot held by federal agencies. These laws deal with patent law secrecy and atomic
energy restricted data.

Patent Law Secrecy

Pursuant to 35 U.S.C. 181-188, the U.S. Patent Commissioner has the right to
issue patent secrecy orders to prevent disclosure of information about an invention
if disclosure by granting of a patent would be detrimental to the national security.
This provision is applicable to a patent for which the “government has a property
interest” and those privately devel oped inventions which the government does not
own. Thus, if afederal government agency hasa* property interest” intheinvention,
the agency head will notify the Patent Commissioner, who is to withhold the
publication of the application or the granting of apatent. If the government doesnot
have a property interest in the patent and the Commissioner decidesthat the granting
of a patent or publication of an application would be detrimental to the national
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security, the Patent Commissioner is required to provide the patent application in
guestion for inspection to the Atomic Energy Commission [now the Secretary of
Energy], the Secretary of Defense, or the heads of other relevant agencies. If the
agency head determines that publication or disclosure by the grant of patent is
detrimental to the national security, the Patent Commissioner shall order that the
invention be kept secret, and “shall withhold the grant of apatent ... for such period
as the national interest requires ....” The owner of the application may appeal the
decision to the Secretary of Commerce. The invention may be kept secret for one
year, but the Commerce Secretary may renew the secrecy order for additional periods
asinstructed by the agency head who initially determined the need for secrecy.!

If a secrecy order isissued during time of war, it shall remain in effect for the
duration of hostilitiesand for one year following cessation of hostilities. If asecrecy
order isissued during anational emergency, it shall remainin effect for the duration
of the emergency and six months thereafter. The order may be rescinded by the
Patent Commissioner upon written notification of the agency head who requested the
order.

In addition, to prevent circumventing the law, alicense must be obtained from
the Patent Commissioner beforeaU.S. inventor filesfor aforeign patent application
or registersadesign or model with aforeign patent office. Penaltiesfor violation of
the law include afine of not more than $10,000 or imprisonment for not more than
two years, or both. During FY 2002, 4,792 secrecy orders were in effect on patents
applications; most of these were recommended by and issued to federal agenciesfor
their own government-owned technical information; 37 were issued to individual
private inventors.?

The Atomic Energy Act and “Restricted Data”

Because of potential national security implications, nongovernmental scientists
who conducted atomic energy research and devel opment at the beginning of World
War |l took actions to keep such research secret, except for those with a need to
know it. Strict governmental security during the war kept this knowledge limited,
and after the war’s end, the U.S. Congress passed the Atomic Energy Act of 1946,°
which created the Atomic Energy Commission and established policies for securing
atomic energy-related information. Atomic energy laws, asadministered first by the
Atomic Energy Commission and now the Department of Energy, allow the federal
government to limit access to all atomic energy-related information, which is
automatically “born classified” and is categorized upon creation as “restricted data,”
(RD), evenif itisdeveloped by private researchers outside of government. At first,
access to this information was allowed only for defense purposes. Subsequent
modificationsin law, principally the Atomic Energy Act of 1954, permitted certain

! Source: Title 35, U.S.C. Secs. 181-188 (2000 ed.)

2 Steven Aftergood, “ New Invention Secrecy Orders Reported,” Secrecy News, Jan. 6, 2003
referencing “Invention Secrecy Activity(as reported by the Patent & Trademark Office),”
available at the Federation of American Scientists website at http://www.fas.org/sgp/
othergov/invention/stats.html.

%60 Stat. 755.
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non-governmental persons, such asindustrialists and foreign governments, to obtain
permits to access such “restricted data,” for the purposes of peaceful commercial
development of atomic energy or international cooperative programs if they could
obtain the necessary security clearances.

“Restricted data,” or RD, is defined as “al data concerning (1) design,
manufacture, or utilization of atomic weapons; (2) the production of special nuclear
material; or (3) the use of specia nuclear material in the production of energy, but
shall not include data declassified or removed from the Restricted data category
pursuant to section 142 [42 USC 2162].”* Current penalties for violating the law
include imprisonment for “any term of years,” a fine of $100,000, or both.> The
development and history of these controlswere explained in adocument preparedin
1989 by Arvin S. Quist, aclassification officer at the Oak Ridge Gaseous Diffusion
Plant, Oak Ridge National Laboratory, which is operated on contract for the
Department of Energy. Excerpts from this document are included in Appendix 1.

Export Control Regulations for Scientific and
Technical Information

Both the Export Administration Act (50 U.S.C. App. 2401-2420)° and the Arms
Export Control Act (22 U.S.C. 2751-2794) provide authority to control the
dissemination to foreign nationals, both in the United States and abroad, of scientific
and technical datarelated to items requiring export licenses according to the Export
Administration Regulations (EAR) or the International Trafficin Arms Regulations
(ITAR). Both laws regulate export of technical data.” ITAR control the release of
defensearticlesspecified ontheU.S. MunitionsList (22 CFR 121) and technical data
directly related to them. EAR, among other things, control the export of dual-use

* Source: Atomic Energy General Provisions, 42 USC 2014 (2002), Definitions.
® 42 USC 2274 to 42 USC 2277, (2002).

¢ The Export Control Act has expired and the export control regulations are now operating
under provisions of the International Emergency Economic Powers Act (IEEPA)pursuant
to Executive Order 13222, issued August 17, 2001. For additional information on the
reauthorization of the Export Administration Act of 1979, see CRSReport RL 30169, Export
Administration Act of 1979 Reauthorization, coordinated by lan F. Fergusson.

"EAR definetechnical dataas: “ Information of any kind that can be used, or adapted for use
inthedesign, production, manufacture, utilization, or reconstruction of articlesor materials.
The data may take atangible form, such as amodel, prototype, blueprints, or an operating
model; or they may take an intangible form such astechnical service” (15 CFR 772.1). The
Department of Commerceimplementsthe EAR regulations. ITAR definetechnical dataas:
“Information whichisdirectly related to the design, engineering, devel opment, production,
processing, manufacture, use, operation, overhaul, repair, maintenance, modification or
reconstruction of defense articles. Thisincludes, for example, information in the form of
blueprints, drawings, photographs, plans, instructions, computer software and
documentation. Thisalsoincludesinformationwhich advancesthe state of theart of articles
ontheU.S. MunitionsList. Thisdoesnot includeinformation concerning general scientific,
mathematical, or engineering principles’ (22 CFR 120.10). The Department of State
implements the ITAR regulations.
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items (items that have both civilian and military uses) on the [Department of]
Commerce Control List (15 CFR Part 774) and technical data related to them.
Licenses are needed to export controlled items. The implementing regulations are
administered by the Department of Commerce, which licensesitemssubject to EAR,
and by the Department of State, which licenses items subject to ITAR and the
Munitions List of items.® They apply to “exporters’ of both private and federally
funded scientific and technical information. Fundamental researchisexcluded from
ITAR and EAR.

ITAR generaly treats the disclosure or transfer of technical datato aforeign
national, whether in the United States or abroad as an export.® Some academic
researchers believe they need to be registered with the State Department to hold
conversations or meetings with foreigners in the United States about scientific
developments.’® According to ITAR regulations, publicly available scientific and
technical information and academic exchangesand information presented at scientific
meetings are not treated as controlled technical data™* Nevertheless, there has been
considerable ambiguity and confusion regarding these provisions at some academic
ingtitutions because of uncertainties about which research projects might not be
excluded because they use space or defense articles, technologies, and defense
servicesonthe MunitionsList whichisused toidentify technol ogiesrequiring export
licensing.”® The Export Administration regulations also categorize as “deemed”
exports communications to foreign nationals about technologies characterized as

8 Seg, for instance Office of Technology Assessment (OTA), Defending Secrets, Sharing
Data: New Locksand Keysfor Electronic Information, OTA-CIT-310, 1987, p. 142 and the
“Corson” report, Scientific Communication and National Security, Committee on Science,
Engineering, and Public Policy, National Academy Press, 1982.

® See 22 CFR 120.17 (4).

19 Thisregistration requirement applies only under the ITAR; however seethe exceptionin
22 CFR 122.1 (b) (4), cited in footnote 11 below.

1122 CFR 120.10(3)(5), 120.11. See dso: International Traffic in Arms Regulations:
Exemptions for U.S. Institutions of Higher Learning, 22 CFR Parts 123 and 125, Federal
Register, Mar. 29, 2002, v. 67, no. 61, pp. 15099-15011. “Most notably, 22 CFR
122.1(b)(4) specifically exempts from the registration requirements of the ITAR *persons
who engage only in the fabrication of articles for experimental or scientific purpose,
including research and development.’” Further, specifically exempted from the definition of
technical datais ‘information concerning general scientific, mathematical or engineering
principles commonly taught in schools, colleges, and universities,” 22 CFR 120.10(a)(5),
and information that is in the ‘public domain’ if published and generally available and
accessible to the public through, for example, sales at newsstands and bookstores,
subscriptions, second class mail, and libraries open to the public, 22 CFR 120.11.
Information is also in the public domain if it is made generally available to the public
‘through unlimited distribution at aconference, meeting, seminar, trade show or exhibition,
generally accessibleto the public in the United States' or ‘through fundamental researchin
science and engineering at accredited institutions of higher learning in the U.S., where the
resulting information is ordinarily published and shared broadly in the scientific
community.” 22 CFR 120.11(6), (8).”

12 Eugene B. Skolnikoff, “Research Universities and National Security: Can Traditional
Vaues Survive?,” Branscomb Lecture, Kennedy School of Government, Harvard
University, Dec. 17, 2001, passim.
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“senditive” or countries identified as “sensitive” under EAR rules.® This is
declaimed by some as a hindrance to international science and supported by others
who view it as a needed national security protection.**

Since 1999, export of information about satellites and spacecraft instruments,
including technical discussions about them, has been under the jurisdiction of the
State Department and ITAR. Someacademicresearchershave complained that these
rules curtailed their presentations at meetings, their on-campus research, and
international collaborations because “research activity that once was subject to the
fundamental research exclusionunder National Security Directive 189, [ Seethenext
section for details] was, for thefirst time, formally regulated ....”*> Reportedly, some
foreign researchersat U.S. universities had not been able to access thisinformation
and U.S. researchers believed they needed alicense to discuss defense-related basic
research information with foreign colleagues. Universities sought clarifying rules.

Under anew ruleissuedin March 2002, the State Department clarified language
exempting U.S. universities from obtaining ITAR licenses for export of certain®
space-based fundamental research information or articles in the public domain to
certain universities and research centersin countries that are members of the North
Atlantic Treaty Organization (NATO), the European Union, or the European Space
Agency, or tomajor non-NATO alies, such asJapanand Israel. Alsoto bepermitted
are exports of certain services and unclassified technical data for assembly of
productsinto scientific, research, or experimental satellites. The exemption doesnot
permit export of technical data for the integration of a satellite or spacecraft to a
launch vehicle or Missile Technology Control Regime controlled defense services
or technical data. A license will be needed for export of exempted information
(including discussions) and hardware to researchers from all other countries. In
addition, collaborators in approved countries would have to guarantee that
researchersfrom non-approved countrieswerenot receiving restricted information.*’
Some university researchers maintain that these rules do not go far enough in
clarifying the situation and that academic researchers will find it difficult to design

12 15 CFR 734.2(hb).

14 John J. Hamre, “ Science and Security at Risk,” Issuesin Science and Technology Online,
Summer 2002. According to Section 734.2 of the Export Administration Regulations, any
releaseto aforeign national of technology or software subject to the regulationsis deemed
to be an export to the home country of the foreign national. These exports are commonly
referred to as “deemed exports,” and may involve the transfer of sensitive technology to
foreign visitors or workers at U.S. research laboratories and private companies. Available
at [http://w3.access.gpo.gov/bis/ear_data.html.]

15 Association of American Universities, “ITAR and Universities; Universities Are
Educational Institutions, Not Munitions Manufacturers,” 2002 [www.aau.edu].

16 Covered under category XV (a) or (e) of the U.S. MunitionsList. Thesearticlesdeal with
spacecraft and associated data (See 22 CFR Parts 123 and 125.)

7 “International Traffic in Arms Regulations; Exemptions for U.S. Institutions of Higher
Education,” Re: Department of State 22 CFR Parts 123 and 125 [Public Notice 3954],
Federal Register, Mar. 29, 2002, pp. 15099-15101.
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and implement campus controls and to bloc access to such information by students
and scientists from disallowed countries.®®

Summary of Policies Regarding Classification of
Scientific and Technical Research Results and
Information

Severa lawsand directivesgovern classification of federally owned or federally
funded scientific and technical research resultsor information. These are Executive
Order (E.O.) 12958, National Security Decision Directive (NSDD) 189, and rules
related to pre-publication review.

Executive Order 12958, on “Classified National Security
Information,” as Amended by Executive Order 13292

Federal policy allows classification of federal information at three levels, “top
secret,” “secret,” and “ confidential.” Until March 15, 2003, the most recent version
of this policy was in Executive Order 12958, released on April 17, 1995.%° It
permitted classification of “scientific, technological, or economic mattersrelating to
the national security” (Sec. 1.5). But Section 1.8 (b) prohibited classification of
“basi c scientific researchinformation not rel ated to the national security.” OnMarch
25, 2003, the President issued anew Executive Order 13292 on classification, which
amended Executive Order 12958. It changed section 1.5 by adding a new clause,
permitting classification of “scientific, technological, or economic matters relating
to the national security, which includes defense against transnational terrorism’
(Sec. 1.4 (e) of Executive Order 13292).2° The exemption for basic scientific
research not clearly related to national security remains (renumbered section 1.7).

18 _awler, Andrew, “U.S. Export Controls: Rules Eased on Satellite Projects,” Science, Apr.
12, 2002, pp. 237-238 and Gary G. Y erkey, “Export Controls: U.S. to Lower Restrictions
on Tradein Productsfor Space-Based Research,” Daily Report for Executives, Apr. 1. 2002,
p. A-1.

9% Executive Order 12958, Classified National Security Information,” Apr. 17, 1995. “ Sec.
1.3. Classification Levels. ... (1) “Top Secret” shall be applied to information, the
unauthorized di scl osure of which reasonably coul d be expected to causeexceptionally grave
damage to the national security that the original classification authority is able to identify
or describe. (2) “Secret” shall be applied to information, the unauthorized disclosure of
which reasonably could be expected to cause serious damage to the national security that
the original classification authority is able to identify or describe. (3) “Confidential” shall
be applied to information, the unauthorized disclosure of which reasonably could be
expected to cause damage to the national security that the original classification authority
isabletoidentify or describe. (b) Except as otherwise provided by statute, no other terms
shall be used to identify United States classified information” (Federal Register, 60 FR
19825).

% (Emphasis added.) The White House, “ Executive Order 13292, Further Amendment to
Executive Order 12958, asAmended, Classified National Security Information,” March 25,
2003.
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National Security Decision Directive 189 (NSDD 189)

Thepolicy embodied in Executive Order 12958 reflected prior policy expressed
in National Security Decision Directive 189, NSDD 189, issued on September 21,
1985,% during the Reagan Administration. It saysif federally funded basic scientific
and technical information produced at colleges, universitiesand laboratoriesisto be
controlled for national security reasons, it should be classified. But fundamental
research findings generally are not to be restricted. Specifically, NSDD 189 states:

... to the maximum extent possible, the products of fundamental research?
remain unrestricted. It isalso the policy of this Administration that, where the
national security requires control, the mechanism for control of information
generated during Federally funded fundamental research in science, technol ogy,
and engineering at colleges, universities, and laboratories is classification.

NSDD 189 made agencies sponsoring research responsible for determining,
before the award of aresearch contract or grant, whether classification isappropriate
and for periodically reviewing grants and contracts for potential classification.?® It
also said that “ No restriction may be placed on the conduct or reporting of Federally
funded fundamental research that has not received national security classification,
except asprovided in applicable U.S. statutes.” NSDD 189isstill in effect, asstated
in aletter issued by National Security Advisor Condoleezza Rice on November 1,
2001.*

Pre-Publication Review

The federal government exercises “ pre-publication review” of some privately
published scientific and technical information by current and former employees and
contractors who worked for federal agencies and who had access to classified
information. For instance, the US Department of Agriculture issued the following
guidance to employees regarding pre-publication review:

In order to protect against the unauthorized disclosure of classified information,
you are required to submit for security review any material intended for public
rel ease that might be based in any way on information you learned through your
access to classified information. This requirement covers all written materials,
including technical papers, books, articles, and manuscripts. It also includes

2 See http://www.aau.edu/research/I TAR-NSDD189.html.

22 NSDD 189 defines“ Fundamental research” as“basic and applied researchin scienceand
engineering, the results of which ordinarily are published and shared broadly within the
scientific community, as distinguished from proprietary research and from industrial
devel opment, design, production, and product utilization, theresultsof which ordinarily are
restricted for proprietary or national security reasons.”

% See OTA, Defending Secrets, Sharing Data: New Locks and Keys for Electronic
Information, OTA-CIT-310, 1987, p. 143.

2 Seethe letter at http://www.fas.org/sgp/bush/cr110101.html.
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lectures, speeches, films, videotapes. It includes works of fiction as well as
non-fiction.?®

Pre-publication review controlsfor research and devel opment information may
be written into federal government contracts. Typically the Defense Department
(DoD) includes “pre-publication review” clauses in government contracts for
extramural research that allow DoD to review research generated extramurally with
federal support before it is published.”® These controls are used if classified
information was used in research or when the government seeks to prohibit release
of information deemed sensitive because of the way it is aggregated.

An agreement was initiated in 1980 with the American Council on Education
for all academic cryptography research to be submitted on avoluntary basisfor pre-
publication review to the federal government’ s National Security Agency.?” Related
tothis, the U.S. Government may enter into contractsto purchase exclusiverightsto
commercial satellite imagery and has the ability to stop the collection and
dissemination of commercial satelliteimagery for national security reasons.®

In February 2002, DoD released a draft report, Mandatory Procedures for
Research and Technology Protection Within the DOD, which would have required
researchers to obtain DoD approval to discuss or publish findings of al military-
sponsored unclassified research, a departure from existing policy guidelines. After
academic objections, thedraft waswithdrawn; it has been reported that arevised and
clearer set of new regulationsis planned.?

% Source: http://www.usda.gov/da/ocpm/SecurityGui deEmpl oyees/PrePubl .htm.

26 See “Pre-publication Review of Web Site Content,” at
http://www.iwar.org.uk/ecoespi onage/resources/security-guide/S2unclas/Websi te. htm#
Pre-Publication, citing “ Web Site Administration Policiesand Procedures,” Nov. 25, 1998,
Office of the Assistant Secrecy of Defense (C3l).

2 Appendix E, in Computer Science and Telecommunications Board, Cryptography’ sRole
in Securing the Information Society, National Academy of Sciences, 1996. The latest
available commentary on this agreement dated 1996, indicates little or no negative impact
on publication of cryptography research. For additional information, see: Chap. 5, in Codes,
Keys and Conflicts: Issues in U.S. Crypto Policy, Report of a Specia Panel of the
Association for Computing Machinery, Inc., U.S. Public Policy Committee (USACM) June
1994. by Susan Landau, et. al.

% James Randerson, New Scientist Online News, Oct. 17, 2001. See also Jessica Altschul,
“Commercial Spy Satellites PoseaChallengeto Pentagon Planners,” JINSA Jewish I nstitute
for National Security Affairs, Feb. 28, 2002. U.S. Government controls appear to be
authorized by Presidential Decision Directive 23 (PDD-23), Foreign Access To Remote
Sensing Space Capabilities, Mar. 10, 1994. See also CRS Report RL31218 Commercial
Remate Sensing by Satellite: Satus and | ssues.

% Ron Southwick, “Pentagon Backs Away From Strict Controls on Basic Research,”
Chronicle of Higher Education, May 31, 2002.
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Controls on Information in the USA PATRIOT Act
and in the Public Health Security and Bioterrorism
Preparedness and Response Act of 2002

Before the 2001 terrorist attacks, U.S. laboratories that transported “select
agents,” that is, about 40 dangerous biol ogical agentsand toxins, had to register with
thefederal government (42 CFR 72.6). Pursuanttothe USAPATRIOT Act, P.L. 107-
56 and the Public Health Security and Bioterrorism Prepar edness and Response Act
of 2002, P.L. 107-188, and the Agricultural Bioterrorism Protection Act of 2002,
(whichispart of P.L. 107-56), limitswere placed on public access was extended to
an additional 60 select agents, defined as “certain biological agents and toxins,”*
whose misuse could pose security risks. Registration requirements were extended
to include registration of persons who used these agents. To prohibit potential
terrorists from access to these agents, controls were placed on access by selected
persons, including thosewho could be potential terrorists, including criminals, illegal
aliens, persons with mental defects, and or drug abusers; aiens not admitted for
permanent residence from certain countries “which the Secretary of State has made
a determination (that remains in effect) that such country has repeatedly provided
support for acts of international terrorism,”3! or personswho have been dishonorably
discharged from the Armed Services. These controls will be administered by the
Justice Department.®

Pursuant to these laws, the Departments of Health and Human Services and of
Agriculture, identified the new list of “select agents,” which was released in the
Federal Register on December 13, 2002.% Under the interim final rule, which was
effective on February 7, 2003, but may be finalized after consideration of public
comments that were due by February 11, 2003, the laboratories that use such agents
will need to register and control accessto such agents; scientistswill haveto register,
submit to background checks, and obtain prior approval to use, send, or receive select
agents used in experiments. Some say this process, while denying accessto possible
terrorists, might prove costly and burdensome to some researchers (estimated in an
articleby Malakoff at $700,000 per laboratory)* and hasthe potential of limiting the

%“Possession, Use, and Transfer of Select Agentsand Toxins; Interim Final Rule,” Federal
Register, Dec. 13, 2002 (Vol. 240, No. 67), pp. 76885-76905.

3 “ Possession, Use, and Transfer of Select Agents and Toxins; Interim Final Rule,” Dec.
13, 2002, op. cit.

%2 See CRS Report RL31263, Public Health Security and Bioterrorism Preparedness and
Response Act (P.L. 107-188): Provisions and Changes to Preexisting Law.

* The list of agents published in the Federal Register, “Possession, Use, and Transfer of
Select Agents and Toxins; Interim Final Rule,” Dec. 13, 2002, op. cit. is available at
http://www.fas.org/sgp/news/2002/12/ag121302.html and
http://mww.fas.org/sgp/news/'2002/12/hhs121302.html. The Center for Disease Control and
Prevention’s (CDC) fact sheet is at http://www.cdc.gov/od/sap/docs/fag.pdf.

* David Malakoff, “New U.S. Rules Set the Stagefor Tighter Security, Oversight,” Science,
(continued...)
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conduct of some scientific research that would otherwise be performed by such
persons, including someforeign researchers. Inaddition, privately funded scientists
will be subject to the samerequirementsasgovernment-funded researcherswho need
“prior approval from the DHHS ... for genetic engineering experiments that might
make a select agent more toxic or more resistant to known drugs.”* Civilian and
criminal penalties for noncompliance apply to universities, private companies and
government laboratories. Laboratories that handle select agents will need to be in
compliance with the new rules by fall 2003.

“Sensitive But Unclassified” Information
Restrictions

Over time some agencies have established proceduresto identify and safeguard
“sensitive but unclassified information” (SBU), also called “sensitive unclassified
information.” Generally, this unclassified information is withheld from the public
for avariety of reasons, but needs to be accessible to federal agency personnel. As
will be discussed next in this report, the term SBU has been defined in various
presidential-level directives and agency guidances, but, some critics say, only
indirectly in statute. Agencies have given the term various meanings in their
implementing rules and regulations. Some agency guidance documents have started
to use interchangeably the terms “for official use only,” “limited use,” “sensitive,”
“sensitive but unclassified,” and related terms, and have defined SBU by referring to
such statutesas Privacy Act of 1974 (5 USC 552a),* the Freedom of | nformation Act
(FOIA) of 1966 (5 USC 552 ), the Computer Security Act of 1987 (relevant portions
codified at 15 USC 278 g-3), and other language. Agencieshavediscretionto define
SBU in waysthat serve their particular needs to safeguard information. Thereisno
uniformity in implementing rules throughout the government on the use of SBU.
Agenciesalso may assign various criminal and civilian penaltiesto improper release
of “sensitive but unclassified” information.

Summary of the Evolution of Policies Relating to “ Sensitive
But Unclassified” Information

Official definitions of SBU were issued as early as 1977 and over the years
thereafter.

3 (...continued)
Dec. 20, 2002, p. 2304.

% Malakoff, Dec. 20, 2002, op. cit.

% p.L. 93-579, which prohibits the release of individual personal information held by the
federal government pertaining, but not limited to “ education, financial transactions, medical
history, and criminal or employment history and that contains his name, or the identifying
number, symbol, or other identifying particular assigned to the individual, such as afinger
or voice print or a photograph.”
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Telecommunications Protection Policy (PD/NSC-24). In1977,inone
of the earliest references to SBU, a Presidential Directive on Telecommunications
Protection Policy (PD/NSC-24) mandated protection of unclassified, but sensitive
commu3n7i cations “that could be useful to an adversary.” It did not define the term
further.

National Security Decision Directive 145 (NSDD-145). In 1984,
National Security Decision Directive 145 (NSDD-145) directed that “ sensitive, but
unclassified, government or government-derived information, thel ossof which could
adversely affect the national security interest ...” should be * protected in proportion
to the threat of exploitation and the associated potential damage to the national
security.” NSDD-145 did not define the term, “sensitive, but unclassified,” but
explained that even unclassified information in the aggregate can “reveal highly
classified and other sensitive information ...” harmful to the nationa security
interest.®

The absence of a precise definition was widely criticized, especialy by the
General Accounting Office (GAO)* because of concern that the 1984 definition of
SBU could include national security-related as well as possibly innocuous

3" Presidential Directive/National Security Council-24 (PD/NSC-24), signed by President
Jimmy Carter in 1977, has been partialy unclassified. “PD/NSC-24 directed Federal
department heads to protect unclassified, but sensitive communications, and it assigned
responsibility to DoD for the security of classified communicationsand for unclassified, but
sensitive communicationsrel ated to national security” (OTA, Defending Secrets...., p.137).

¥ National Security Decision Directive (NSDD-145), on “National Policy on
Telecommunications and Automated Information Systems Security,” Sept. 17, 1984,
essentialy replaced PD/NSC-24. It was developed by DoD and it “ authorized the Director
of the National Security Agency to review and approve all security-related standards for
information systems, including those set by the National Institute of Standards and
Technology in the Department of Commerce. (U.S. General Accounting Office,
Communications Privacy: Federal Policy and Actions,” Report to the Honorable Jack
Brooks, Chairman, Committee on the Judiciary, House of Representatives,” Nov. 1993,
GAOQ/0SI-94-2, p. 15.) It also established policy and aninteragency organi zational structure
to guide the conduct of national activities to safeguard systems that process, store, or
communicate sensitive information. The interagency structure, headed by the presidential
advisor for National Security Affairs, included not only defense and intelligence agencies,
but somecivilianagencies. Itsresponsibilitiesweretoimplement information classification
policies and to develop computer security protections for information security.

% In congressional testimony in 1985, GAO complained that this directive could possibly
give national security agencies control of the management systems of civilian agenciesand
private commercial interests “... because it established a new category of ‘sensitive,
unclassified government or government-derived information, the loss of which could
adversely affect the national security interest ...." without clearly defining the types of
information in this category.” (GAO/OSI-94-2, p. 15.) Except for activities mandated by it
and by Presidential Directive-24 (issued by President Carter in 1977) pertaining to
telecommuni cati onsinformation protection activities, NSDD-145 wasrescinded by National
Security Directive 42 (National Policy for the Security of National Security
Telecommunications and Information Systems), July 5, 1990. (Kenneth W. Dam and
Herbert S. Lin, eds., Cryptography’'s Role in Security the Information Society, National
Academy of Sciences, 1996. Full text of NSDD-145 is at
www.fas.org/irp/offdocs/nsdd145.htm.
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information needed to make policy. For instance, a GAO witness testified, “...
unclassified sensitive civil agency information affecting national security interests
could include hazardous materials information held by the Department of
Transportation, flight safety information held by the Federal Aviation
Administration, and monetary policy information held by the Federal Reserve.” He
recommended that the Administration “needs to clearly define the types of
information that fall under the coverage of NSDD-145.”%

National Policy on Protection of Sensitive, but Unclassified Information in
Federal Government Telecommunications and Automated Information Systems,
NTISSP No. 2 On October 29, 1986, President Reagan’ s National Security Advisor,
John Poindexter,* issued a document, entitled National Policy on Protection of
Sensitive, but Unclassified Information in Federal Gover nment Tel ecommuni cations
and Automated Information Systems, NTISSP No. 2, that widened the rationale for
safeguarding “sensitive, but unclassified” information for reasons of national
security, asinNSDD-145, toincludea so*“ other government interests.” Specifically,
it said,

Sensitive, but unclassified information is information the disclosure, loss,
misuse, alteration or destruction of which could adversely affect national security
or other Federal Government interests. National security interests are those
unclassified mattersthat relate to the national defense or the foreign relations of
the U.S. Government. Other government interests are those related, but not
limited to the wide range of government or government-derived economic,
human, financial, industrial, agricultural, technological, and law enforcement
information, aswell asthe privacy or confidentiality of personal or commercial
proprietary information provided to the U.S. Government by its citizens.

This policy was to be applicable to al federal executive departments and
agencies, including their contractors, which electronically transferred, stored,
processed, or communicated sensitive, but unclassified information.*

During 1986-1987, criticisms about NTISSP No. 2 focused on both the scope
of information to be restricted and the responsibility given to the intelligence

“0 “The Potential Impact of National Security Decision Directive (NSDD) 145 on Civil
Agencies,” Warren G. Reed, GAO, before the Subcommittee on Transportation, Aviation,
and Materials, Committee on Science and Technology, June 17, 1985.

“! Currently head of the Defense Advanced Research Projects Agency’ s Total Information
Awarenessresearch program. See: Shane Harris, “ Senate Movesto Block Pentagons Anti-
terror Data Mining Effort,” GovExec.com. Jan. 24, 2003. On the TIA program, see CRS
Report RL31730, Privacy: Total | nformation AwarenessProgramsand Related | nformation
Access, Collection, and Protection Laws.

“2 Appendix B. “National Policy on Protection of Sensitive, but Unclassified Information
in Federal Government Telecommuni cationsand Automated | nformation Systems, National
Telecommunications and Information Systems Security Policy, “NTISSP No. 2, Oct. 29,
1986, Issued by John Poindexter,” in OTA, Defending Secrets...., p. 166.)
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community over civilianinformation activities. Theseled to the withdrawal of both
NTISSP No. 2 in 1987 (attendant to passage of the Computer Security Act of 1987)
and to official use of this definition of “sensitive, but unclassified.”* (However, as
will be noted below, some agencies, notably the Department of Energy, still usethis
broad conceptualization of SBU.)

The Computer Security Act of 1987 (P.L. 100-235). In the Computer
Security Act of 1987 (P.L. 100-235, 101 Stat. 1724-1730), 40 USC 1441, Congress
declared: “... improving the security and privacy of sensitiveinformation in Federal
computer systems is in the public interest, and hereby creates a means for
establishing minimum acceptable security practices for such systems, without
limiting the scope of security measures aready planned or in use’ (Section 2,
Purpose). The law authorized creation of acomputer standards program within the
National Bureau of Standards, now called the National Institute of Standards and
Technology (NIST)), actions to enhance Government-wide computer security, and
training in security matters for persons who are involved in the management,
operation, and use of Federal computer systems.

P.L. 100-235 al so addressed some of the criticismsraised about NTISSP No. 2.
It defined the term “ sensitive” as

any information, the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the conduct of Federal
programs, or the privacy to which individuals are entitled under section 552a of
title 5, United Sates Code (the Privacy Act), but which has not been specifically
authorized under criteriaestablished by an Executive order or an Act of Congress
to be kept secret in theinterest of national defense or foreign policy” (Section 3).
(Emphasis added.)

Thelast clause of thisdefinition specifically limited thedefinition of “ sensitive”
to information that was not classified. Agencies were given discretion to identify
information that was sensitive and risks accompanying release of it. The report
accompanying the bill said that each individual federal agency should make a
determination of which unclassified information in its systems was sensitive in
accord with the definition of sensitive in the law and the purposes of the law.*
Federal agenciesweregiven responsibility for devel oping plans” commensuratewith
the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized

“ This occurred after congressional hearings in February and March 1987 following
negotiations between executive branch officialsand Members of Congress and committees
having jurisdiction over H.R. 145, abill which became the Computer Security Act of 1987,
P.L.100-235. Subsequently “theNational Security Council initiated areview of NSDD-145
aimed at reducing or eliminating its operational role” and the civilian agency participation
in the NTISSC was expanded (Defending Secrets..., pp. 144, 148).

“ Section 6 of P.L. 100-235 and Section on “Training,” in U.S. Congress, House,
Committee on Science and Technology, Computer Security Act of 1987, Report to
Accompany H.R. 145, June 11, 1987.
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accessto or modification of theinformation being protected,” and areresponsiblefor
protecting such “sensitive” information.*

In 1992 the National Institute of Standards and Technology (NIST) issued
guidance about agency implementation of systems to protect sensitive information
pursuant to P.L. 100-235. It reiterated that,

Interpretation of the Computer Security Act's definition of sensitive is,
ultimately, an agency responsibility. Typically, protecting sensitiveinformation
means providing for one or more of thefollowing: Confidentiality: disclosure of
the information must be restricted to designated parties; Integrity: The
information must be protected from errors or unauthorized modification;
Availability: The information must be available within some given time frame
(i.e., protected against destruction).”

TheNIST document urged agency information ownersto “use arisk-based approach
to determine” harm of inadequate protection of information. In defining this
discretionary process, it emphasized,

Information ‘owners,’” not system operators, should determine what protection
their information requires. The type and amount of protection needed depends
on the nature of the information and the environment in which it is processed.
The controls to be used will depend on the risk and magnitude of the harm
resulting from the loss, misuse, or unauthorized access to or modification of the
information contained in the system.*’

Because P.L. 100-235 applied to “sensitive” information that is not classified,
some say, in effect, it defined “sensitive but unclassified.”

Computer Security in Relation to the Freedom of Information Act.
TheFreedom of Information Act of 1966 (FOIA) was enacted to ensure public access
to certain types of information held by federal agencies. However, it permits
agencies to exempt from public disclosure nine types of information:

(1) information classified in the interest of national defense or foreign policy,
(2) internal personnel rules and practices of an agency,
(3) information specifically exempted from disclosure by statute,

5 U.S. Congress, House, Committee on Science and Technology, Computer Security Act of
1987, Report to Accompany H.R. 145, June 11, 1987, pp. 30-31.

“ CSL Bulletin: “Advising Users on Computer System Technology,” Nov. 1992
[http://nsi.org/Library/Compsec/sensitiv.txt.]. (Emphasis added.) This is published by
NIST.

47 CSL Bulletin: “Advising Users on Computer System Technology,” Nov. 1992.
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(4) trade secretsand commercial or financial information obtained from aperson
and privileged or confidential,

(5) inter-agency or intra-agency memoranda or letters reflecting predecisional
attitudes,

(6) personnel and medical files and similar files the disclosure of which would
constitute a clearly unwarranted invasion of personal privacy,

(7) specified types of law enforcement records or information,
(8) financial institution regulation or supervision reports, and
(9) geologica and geophysical information and data concerning wells.*®

Asnoted above, thedefinition of “ sensitive” inthe Computer Security Act cited
threereasonsto categorize non-classified information assensitive: adverseeffectson
the national interest, adverse effectson the conduct of federal programs, and privacy.
It included explicit provisions saying it was not authority to withhold information
sought pursuant to “section 552 of title 5, United States Code [the Freedom of
Information Act]....”* This was reiterated in 1992 when the National Institute of
Standards and Technol ogy issued guidance about agency implementation of systems
to protect sensitive information pursuant to P.L. 100-235.>° Neither the Computer
Security Act nor the accompanying report indicated that information exempt from
FOIA was to be designated as “sensitive.” Also, the report accompanying the
legislation said specifically, “The designation of information as sensitive [or as
subject to protection] under the Computer Security Actisnot adetermination that the
information is not subject to public disclosure.” >

However, major federal agencies started to apply thelabel SBU to information
defined as” sensitive” in the Computer Security Act and to information exempt from
disclosure under the Freedom of Information Act (especially as governed by
provisions2 and 4). Infact, some agencies have declared that these acts define SBU,
a statement which is open to debate.

48 Source; 5 USC 552.

49 According to “Sec. 8. Rules of Construction of Act. Nothing in this Act, or in any
amendment made by this Act, shall be construed-- (1) to constitute authority to withhold
information sought pursuant to section 552 of title 5, United States Code; or (2) to authorize
any Federal agency to limit, restrict, regulate, or control the collection, maintenance,
disclosure, use, transfer, or sale of any information (regardless of the medium in which the
information may be maintained) that is-- (A) privately-owned information; (B) disclosable
under section 552 of title 5, United States Code, or other law requiring or authorizing the
public disclosure of information; or (C) public domain information.”

0 The guidance said: “ The Computer Security Act did not alter the Freedom of Information
Act (FOIA); therefore, an agency’ s determination of sensitivity under this definition does
not change the status of releaseability under the FOIA.” (CSL Bulletin: “Advising Users
on Computer system Technology,” Nov. 1992 [ http://nsi.org/Library/Compsec/sensitiv.txt.].

1 House Report 100-153, Part I, June 11, 1987.
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Federal Agencies’ Various Definitions of “Sensitive But
Unclassified”

Introduction. Federal agencies implement a variety of procedures to
safeguard information. While they have used classification categories to withhold
information classified pursuant to Executive Order 12958, they use a variety of
administrative control markings and procedures to control access to unclassified
information to which public access is restricted, such as privacy data, law
enforcement information, health information, and information exempt from
disclosure under the Freedom of Information Act (FOIA), and “sensitive”
information. According to areport of the Commission on Protecting and Reducing
Government Secrecy, 1997, “... at least 52 different protective markings [are] being
used on unclassifiedinformation, approximately 40 of which are used by departments
and agencies that also classify information. Included among these are widely-used
markings such as‘ Sensitive But Unclassified,” ‘Limited Official Use,” * Official Use
Only, and ‘For Official Use Only.’ "% Other notable categories are Drug
Enforcement Administration (DEA) sensitive information, and DoD Unclassified
Controlled Nuclear Information.>

There is no uniformity in Federal agency definitions, or rules to implement
safeguards for “sensitive but unclassified” information. Over time the term
“sensitive but unclassified” has come to be used to encompass information subject
to control pursuant to the Computer Security Act, aswell asinformation determined
to be exempt from disclosure under the Freedom of Information Act, 5 USC 552.
This is further complicated by the fact that, as noted above, agencies were given
discretion under the Computer Security Act of 1987 to do risk analysis to identify
information to be safeguarded as sensitive. In addition, aswill be described below,
since the terrorist attacks of 2001, the Bush Administration has given agencies
discretion to make nondisclosure decisions under FOIA in relation to homeland
security and the thwarting of terrorist attacks.

SBU in the State Department and U.S. Agency for International
Development. In its Foreign Affairs Manual, issued on October 1, 1995, the
Department of State said it would stop using the designation “limited official use,”
(LOU), which it had applied to information exempt from FOIA disclosure, and inits
place would use the term “sensitive but unclassified” (SBU).>* This appearsto have
been one of the earliest instances of an agency declaring that SBU applies to
information exempt from disclosure under the Privacy Act as well as under the
Freedom of Information Act:

%2 Report of the Commi ssion on Protecting and Reducing Gover nment Secrecy, 1997, Senate
Document 105-2, Pursuant to P.L. 236, 103 Congress, 1997, Chap. Il, Section on
“Protecting Other Government Information,” [http://www.fas.org/sgp/library/moynihan/

chap2.html]. Thisisalso called the M oynihan Commission Report on Government Secrecy.

%3 See http://www.fas.org/irp/doddir/dod/5200-1r/appendix_c.htm.

*4 Foreign Affairs Manual: SBU Information,
[http://foia.state.gov/docs/ 12fam/12m0540.pdf].
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a. SBU describes information which warrants a degree of protection and
administrative control that meets the criteria for exemption from public
disclosure set forth under Sections 552 and 552a of Title 5, United States Code:
the Freedom of Information Act and the Privacy Act. (12 FAM 540, Sensitive but
Unclassified Information (SBU), (TL: DS-61; 10-01-1999) 12 FAM 541 SCOPE,
(TL: DS-46; 05-26-1995).

The State Department declared that,
b. SBU information includes, but is not limited to:

(1) Medical, personnel, financial, investigatory, visa, law enforcement, or other
information which, if released, could result in harm or unfair treatment to any
individual or group, or could have a negative impact upon foreign policy or
relations; and (2) Information offered under conditions of confidentiality which
arises in the course of a deliberative process (or a civil discovery process),
includingattorney-client privilegeor work product, and information arisingfrom
the adviceand counsel of subordinatesto policy makers. (12 FAM 540, Sensitive
but Unclassified Information (SBU), (TL: DS-61; 10-01-1999) 12 FAM 541
SCOPE, (TL: DS-46; 05-26-1995).

In an explanatory telegram sent to U.S. embassies, the department explained
why it would use the SBU category instead of the LOU category and it declared that
SBU covered information exempt from FOIA. It said, “ Sensitive but unclassifiedis
not a classification level for national security information, but is used when it's
necessary to provide a degree of protection from unauthorized disclosure for
unclassified information asset forthin 12 FAM 540.” It explained that it would use
the category of SBU for two reasons: “... to keep classified material to a minimum
and to be ableto pass-on relevant, but sensitiveinformation to individual s (including
FSNS [Foreign Service National staff]) on a need to know bases (sic).”*® Public
access to “sensitive but unclassified” information would be limited to those with a
need to know and would be subject to provisions which govern disclosure and
exemptions in the Freedom of Information Act and Privacy Act; unauthorized

* “Dept. of State Telegram, to All Diplomatic and Consular Posts US Office Pristina
Special Embassy Program Executive Order 12958: N/a Tags: Acoa Subject: Guidance for
Drafting SBU,” Telegram Ref: 95 State 232445, (Source:
[http://www.fas.org/sgp/news/2000/02/sbu.html]).

% “Dept. of State Telegram, to All Diplomatic and Consular Posts US Office Pristina
Special Embassy Program Executive Order 12958: N/a Tags: Acoa Subject: Guidance for
Drafting SBU,” Telegram Ref: 95 State 232445, (Source:
[http://www.fas.org/sgp/news/2000/02/sbu.html]). It described this designation as an
“administrative control marking” to protect “ documentsthat do not contain national security
information but must be protected from disclosure. This control designation must appear
at the top and bottom of any cover, title page, first page, and last page of the document.”
FAH-1-H-135, Administrative Control Marking,” in U.S. Department of State, Foreign
Affairs Handbook, Correspondence, p. 3 of 3.
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disclosure would be subject to criminal penalties, including “crimina and/or civil
penalties. Supervisors may take disciplinary action, as appropriate.”*’

In 1995, the U.S. Agency for International Development equated “ sensitive’
with “sensitive but unclassified” and linked procedures needed to protect “ sensitive
but unclassified” to protections required by FOIA and the Computer Security Act.>®

Defense Agencies’ Use of SBU. DoD’s guidance for “controlled
unclassified information,” issued in 1997, stated that “For Official Use Only
(FOUOQ)” designations should be used for unclassified information that should be
protected, that thisincludes* information that may be exempt from mandatory release
to the public under the Freedom of Information Act (FOIA)” and “sensitive but
unclassified” information that the Department of State formerly designated as
Limited Official Use (which meetsthe criteriafor exemption from mandatory public
disclosureunder FOIA), and “there must be alegitimate Government purpose served

57%12 FAM 545, Responsibilities,” U.S. Department of State, Foreign Affairs Handbook,
p. 2 of 2.

¥ The U.S. Agency for International Development issued a general notice on November 9,
1995, subsequently reprinted in 1997 as “ USAID/General Notice M/IRM, 2/3/97,” which
said, “... AID ... has adopted the term “ sensitive but unclassified (SBU)” .... [T]he term
“SBU" supersedestheterms*” sensitivedata’ or “ sensitiveinformation.” [ A] Iwaysconsidered
SBU information is “procurement source evaluation and source selection, company
proprietary, investigative, restricted scientific/technical information, and travel plans of
USAID employees to or through a high or critical terrorist threat environment. The
following categories of information are considered potential SBU information: legal,
financial, budget projections, medical, contractual, procurement, intellectual property,
agency-critical or foreign government. Each creator or handler of potential SBU information
must make the sensitive/non-sensitive determination on a case-by-case basis.” Disclosure
of suchinformation was authorized “ on aclearly demonstrated need to know or need to use”
basis. If theinformation weretransmitted el ectronically, it would haveto be encrypted and
staff were warned that “ ... unauthorized disclosure of SBU information may result in
criminal and/or civil penalties.” The document also listed the nine exemptions permitted
by FOIA and emphasized that “... section (3) of the FOIA has been interpreted to include
statutes such as the Computer Security Act of 1987 ...." Information owners who choose to
exempt their information for very specific reasons from public disclosure under a FOIA
request are required by the SBU policy to consider their exempted data SBU information
and protect it accordingly.” ([Http://csrc.nist.gov/fasp/FASPDocs/ systemsec-plan/USAID
SecurityPlanBSPT5.htm ].)
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by withholdingit.”* Thissame DoD directive limited dissemination of information
labeled “for official use only” including “sensitive but unclassified” information to:

... within the DoD Components and between officials of the DoD Components
and DoD contractors, consultants, and grantees as necessary in the conduct of
official business. FOUO information may also be released to officialsin other
Departments and Agencies of the Executive and Judicia Branches in
performance of avalid Government function. (Special restrictions may apply to
information covered by the Privacy Act.) Release of FOUO information to
Members of Congressis covered by DoD Directive 5400.4, and to the General
Accounting Office by DoD Directive 7650.1.”%°

According to the U.S. Army, citing DoD Regulation 5200.1 and Army
Regulation 25-55, SBU information isinformation exempted from disclosure under
FOIA. Also, Army Regulation 380-19, Section 1-5, “gives some examples of SBU
as information that: (a) involves intelligence activities, (b) involves cryptological
activitiesrelated to national security, (c) involvescommand and control of forces, (d)
is contained in systems that are an integral part of weapon or a weapon system; (e)
is contained in systems that are critical to the direct fulfillment of military or
intelligence missions, (f) involves processing of research, development, and
engineering data.”®*

The U.S. Army Materiel Command encrypts certain categories of SBU data,
including “logistics, medical care, personnel management, Privacy Act data,
contractual data, and “For Official Use Only Information.”®® Since thereis no one
source for adefinition of SBU, according to this source, “Other factors such asrisk
management, consideration of the effects of unauthorized disclosure, and an
examination of the timeliness of information, should be taken into account as well.
Ultimately level of sensitivity of the information should be determined by

9 “ Appendix 3C, Controlled Unclassified Information,” In DoD 5200.1-R, Information
Security Program, Jan. 1997, issued by Assistant Secretary of Defense for Command,
Control, Communications and Intelligence. It also said that if Department of State SBU
information were included in aDoD document, it should be “marked asif the information
were “For Official Use Only.” Other kinds of unclassified but controlled information that
are to be handled as FOUO information, according to DoD are Drug Enforcement
Administrative Sensitive Information, DoD Unclassified Controlled Nuclear Information,
and Sensitive Information, as defined by the Computer Security Act of 1987. (Secs. 2 and
6). See: Appendix C. “Controlled unclassified Information,” Section 3,
http://www .fas.org/irp/doddir/dod/5200-1r/appendix_c.htm.  See also Guidance for
Telework Involving Sensitive-Unclassified information, prepared by Naval Air Warfare
Center Aircraft Division, http://hro.navair.nay.mil/telework/sensunclass.htm.

€0 2-202 Access to FOUO Information, [http://www.fas.org/irp/doddir/dod/5200-1r/
appendix_c.htm].)

¢ Cited in Stuart D. Smith, “ Sensitive But Unclassified Data; |dentification and Protection
Solutions,” Prepared for U.S. Army Material Command Information Assurance Program
Manager, July 2002, pp. 4-5.

62 Smith, op. cit., p. 5.
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owner/creator of the data.”®® A matrix presented that guides the definition of SBU
follows. Note that certain research and development data are included:

SBU MATRIX®*

Thematrix below providesageneral guide onthe datacategoriesand description
of the types of datathat should be considered Sensitive But Unclassified. This
matrix should not be considered authoritative or al-inclusive.

Data Category

Description

FOIA Exempted

Any information that is exempted from mandatory disclosure under the
Freedom of Information Act.

Intelligence Activities

Information that involves or is related in intelligence activities,
including collection methods, personnel, and unclassified information.

Cryptologic Activities

Information that involves encryption/decryption of information;
communications security equipment, keys, algorithms, processes;
information involving the methods and internal workings of
cryptologic equipment.

Command and Control

Information involving the command and control of forces, troop
movements.

Weapon and Weapon Information that deals with the design, functionality, and capabilities

Systems of weapons and weapon systems both fielded and un-fielded.
Research, development, and engineering data on un-fielded products,

RD&E projects, systems, and programs that are in the development or
acquisition phase.

Logistics Information dealing with logistics, supplies, materials, parts and parts

requisitions, including quantities and numbers.

Medical Care/HIPAA

Information dealing with personal medical care, patient treatment,
prescriptions, physician notes, patient charts, x-rays, diagnosis, etc.

Personnel Management

Information dealing with personnel, including evaluations, individual
salaries, assignments, and internal personnel management.

Privacy Act Data

Information covered by the Privacy Act of 1974 (5 U.S.C. § 552A)

Contractual Data

Information and records pertaining to contracts, bids, proposals, and
other data involving government contracts.

Investigative Data

Information and data pertaining to official criminal and civil
investigations such as investigator notes and attorney-client privileged
information.

Department of Energy. The Department of Energy (DOE) uses a
definition of “sensitive but unclassified” which isidentical to the 1986 Poindexter
definition that Congress had the Administration withdraw. Itis:

Sensitive Unclassified Information: Information for which disclosure, | oss,
misuse, alteration, or destruction could adversely affect national security
or governmental interests. National security interestsarethoseunclassified
matters that relate to the national defense or foreign relations of the U.S.
Government. Governmental interests are those related, but not limited to
the wide range of government or government-derived economic, human,
financial, industrial, agriculture, technological, and law-enforcement
information, as well as the privacy or confidentially of personal or

& Smith, op. cit., p. 6.
6 Smith, op. cit., p. 13.
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commercial proprietary information prov